
Formerly UGC-CARE Listed Journal ISSN: 1549-523-X, VIGYAN PRAKASH : Research Journal of Science & Technology, Year: 24, Issue 1, Jan.-Mar. 2026

50 iwoZ esa ;wthlh ds;j lwph esa vuqeksfnr 'kks/k tuZy foKku izdk'k , ISSN : 1549-523-X, o"kZ% 24, vad 1, tuojh&ekpZ 2026

'kks/k i= / Research Paper

dwVys[ku ds fy, vkys[k fl)kar vkSj psfc'kso cgqinksa dk mi;ksx djrs gq, ,d
uohu xw<+kys[kh <k¡pk

A Novel Cryptographic Framework for Encryption Employing Graph Theory and
Chebyshev Polynomials

eksgEen vkfej1] c`ts'k 'kqDy2 ,oa b"V foHkq2*

Mohammad Amir1*, Brijesh Shukla2 and Isht Vibhu2*

1Department of Mathematics, Yuveraj Dutta Postgraduate College, Lakhimpur Kheri,

U.P., India-262701
2Department of Physics, Yuveraj Dutta Postgraduate College, Lakhimpur Kheri,

U.P., India-262701

aamir329@gmail.com, brijeshshukla17@gmail.com, ishtvibhu@gmail.com

*Corresponding author

https://doi.org/10.5281/zenodo.19667322

lkjka’k

bl 'kks/k i= esa] xzkQ fl)kar dh xf.krh; tfVyrk vkSj psfc'kso cgqinksa ds foJa[ky&vfu;fer ¼chaotic½
xq.kksa ds leUo; ls ,d uohu ,ufØI'ku rduhd çLrqr dh xbZ gSA ;g lEHkkouk gS fd ;g rduhd ikjaifjd
fØIVksxzkfQd ;kstukvksa tSls vkj,l,] ,yxkey] 'uksj] vkSj Mh,l, dk ,d l'kä vkSj mUur fodYi gks
ldrh gSA ikjaifjd ,Yxksfjne tgka eq[; :i ls iw.kkaZd xq.ku[kaMu ;k fofoä y?kqx.kd tSls la[;k&fl)kar
laca/kh leL;kvksa dh dEI;wVs'kuy dfBukbZ ij fuHkZj djrs gSa] ogha ij çLrqr uohu rduhd  xzkQ lajpukvksa
dh tfVyrk vkSj psfc'kso cgqinksa dh vfHkdyukRed ¼computational½ n{krk ij vk/kkfjr  gSA

bl dwVys[ku ç.kkyh esa xzkQh; fu:i.k] tSls vklUurk vkO;wg ¼adjacency matrix½ vkSj LisDVªeh
xq.k/keksaZ dks fØIVksxzkfQd dqath ds :i esa mi;ksx fd;k x;k gS] vkSj psfc'kso cgqinksa dk mi;ksx muds
iqujkorhZ vkSj  foJa[ky&vfu;fer ¼chaotic½ xq.k/keksaZ ds dkj.k dwVys[ku ¼encryption½ vkSj fodwVu
¼decryption½ ds fy, fd;k x;k gSA bu rduhdksa ds la;kstu ls ;g i)fr ikjaifjd fØIVks,ukfyfVd
geyksa ds  fo#) mPp Lrj dh lqj{kk] çfrjks/k] vkSj vk/kqfud fØIVksxzkfQd vko';drkvksa ;Fkk vklku
vkSj oLrqlatky ¼IoT½ vuqç;ksxksa ds fy, mi;qä vfHkdyukRed n{krk çnku djrh gSA

Abstract

In this paper, we propose a novel encryption technique that integrates the mathematical
robustness of graph theory with the chaotic properties of Chebyshev polynomials. It is possible that
this technique may prove to be an alternative to traditional cryptographic schemes such as RSA,
ElGamal, Schnorr, and DSA. While these classical algorithms rely heavily on the computational
hardness of number-theoretic problems like integer factorization or discrete logarithms, the approach
presented here leverages the structural complexity of graphs and the computational efficiency of
Chebyshev polynomials.

The encryption system utilizes graph representations, such as adjacency matrices and spectral
properties, as cryptographic keys, while Chebyshev polynomials provide the foundation for encryption
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and decryption through their recursive and
chaotic nature. By combining these techniques,
the proposed method achieves a high degree of
security, resilience against conventional
cryptanalytic attacks, and computational
efficiency suitable for modern cryptographic
demands, including lightweight and IoT
applications.

eq[;'kCn% xw<+kys[kh] vkys[k fl)kar] psfc'kso cgqin]
vklUurk vkO;wg] LisDVªeh xq.k/keZ] vfHkdyukRed
n{krk] foJ̀a[ky&vfu;fer fudk;A

Key words: Cryptography, Graph Theory,
Chebyshev Polynomials, Adjacency Matrices,
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ifjp;

tSls&tSls fMftVy lapkj vHkwriwoZ xfr ls c<+
jgk gS] lqjf{kr vkSj vfHkdyukRed ¼computational½
:i ls dq'ky ,fUØI'ku rduhdksa dh ekax igys ls
dgha vf/kd egRoiw.kZ gks xbZ gS [1]A fofo/k vuqç;ksxksa
esa MsVk dh xksiuh;rk vkSj lexzrk dh j{kk dh ;g
rkRdkfyd vko';drk ¼urgency½] vk/kqfud xw<+kys[kh
fof/k;ksa dh ifj"—r xf.krh; lajpukvksa ¼sophisticated

mathematical structures½ ij fuHkZjrk dks js[kkafdr
djrh gS [1]A lqj{kk vkSj çn'kZu ¼performance½ dh
mHkjrh gqbZ pqukSfr;ksa ds fuiVku es vfHkuo lek/kku
dh vko';drk dwVys[ku dh fujarj çxfr dks çsfjr
djrh gSA

xw<+kys[kh rduhdksa dk fodkl lqj{kk] n{krk
vkSj vuqdwyu'khyrk ds chp larqyu LFkkfir djus ds
fy, fujarj tkjh [kkst ij çdk'k Mkyrk gSA çkjafHkd
fof/k;k¡] tSls fd 1976 esa çLrqr fMQh&gsyeSu dqath
fofue; [2]] vlqjf{kr ek/;eksa ij lqjf{kr dqath
lk>k djus dh lqfo/kk çnku djrh Fkha] rFkkfi fofoä
y?kqxq.kd ¼discrete logarithms½ ij bldh fuHkZjrk
bls mnh;eku DokaVe [krjksa ¼quantum threats ½ ls
vlqjf{kr j[krh gS [3]A blh rjg etcwr lqj{kk
çnku djus ds fy, 1978 es iw.kkaZdksa ds xq.ku[kaMu
¼integer factorization½ ij vk/kkfjr] RSA [4] çLrqr

dh xbZ] ijarq blds fy, mPp lax.kukRed lalk/kuksa
dh vko';drk gksrh gS] tks gYds flLVe esa blds
mi;ksx dks lhfer dj nsrh gS [5]A fofoDr y?kqx.kdksa
ij vk/kkfjr ,yxkey [6] vkSj 'u‚j [7] gLrk{kj
;kstuk,a n{krk çnku djrh gSa] fdarq ;s Hkh foLrkj'khyrk
¼scalability½ vkSj dqath vkdkj dh pqukSfr;ksa dk
lkeuk djrh gSa [1]A 1991 esa ekudh—r fMftVy
flXuspj ,YxksfjFe ¼DSA½ [8]] fMftVy gLrk{kj ds
çn'kZu dks csgrj cukrk gS] ysfdu ;g Hkh vius
iwoZofrZ;ksa dh rjg DokaVe [krjksa ds çfr vlqjf{kr gS
[9]A gky ds uokpkj] tSls fd psfc'kso cgqinksa
¼Chebyshev polynomials½ ij vk / k k f jr
vjktdrk&vk/kkfjr dwVys[ku  [10]] vçR;kf'krrk
vkSj gYds lax.ku dh {kerk çnku djrs gSa] ;|fi
budh O;kogkfjd 'kD;rk vHkh ijh{k.k dh fLFkfr esa
gS [11]A iksLV&DokaVe –f"Vdks.k [12] Hkfo"; ds
[krjksa dk eqdkcyk djus ds fy, mPp lqj{kk çnku
djrs gSa] ysfdu bldh dher c<+h gqbZ tfVyrk ds
:i esa pqdkuh iM+rh gS [13]A orZeku dfe;ksa dks nwj
djus es bu fof/k;ksa dh lkeF;Z vkSj lhek,a] mi;qä
vfHkuo ladj ¼hybrid½ lek/kkuksa dh vko';drk dks
Li"V djrh gSaA

bl vko';drk dks iwjk djus gsrq] ;gk¡ vkys[k
fl)kar [14] dh lajpukRed tfVyrk dks mUur
dqath fofue; ra=ksa rFkk psfc'kso cgqinksa [15] dh
vjktd xfr'khyrk ds lkFk ,dh—r djrs gq, uoksUes"kh
dwVu rduhd çLrkfor dh xbZ gSA bl fof/k esa ,d
iw.kZ vkys[k ls Hkkfjr vklUurk vkO;wg ¼weighted

adjacency matrix½ dk fuekZ.k fd;k tkrk gS] ftlesa]
bl çdkj Bksl xw<+kys[kh vk/kkj ds :i esa vkys[k dh
tfVyrk dk ykHk ysrs gq,] lans'k dks ,d cká
gSfeYVksfu;u iFk ij ?kM+h dh fn'kk esa lapj.k djrs
gq, ,UdksM fd;k tkrk gS [16]A ,d lk>k dqath ls
bl vkO;wg dks xq.kk djds lqj{kk dks vkSj vf/kd
c<+k;k tkrk gS] dqath dk fofue;  fMQh&gsyeSu
çsfjr çksVksd‚y [2] ds ek/;e ls  fd;k tkrk gS] tks
çR;{k lapj.k ds fcuk lqjf{kr dqath LFkkiuk lqfuf'pr
djrk gS [12]A çkIr vkO;wg dk psfc'kso cgqinksa [10]
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}kjk laof/kZr vkj,l,&çsfjr Ldhe [4] dk mi;ksx
djrs gq, dwVu fd;k tkrk gSA psfc'kso cgqinksa ds
iqujkorhZ ,oa vjktd xq.k/keZ [17] vukf/k—r fodwVu
dks lax.kukRed :i ls vlaHko cuk nsrs gSa [1]A

;g –f"Vdks.k ikjaifjd ;kstukvksa tSls fd
,yxkey [6]] Mh,l, [8]] vkSj 'u‚j [7] ls fHkUu
gSA ;s ikjaifjd ;kstuk,a dsoy fofoä y?kqx.kdksa
[18] ;k iw.kkaZdksa ds xq.ku[kaMu ij vk/kkfjr] vkj,l,
[4] ij fuHkZj gksrh gSaA çLrkfor fof/k bu nksuksa
dfBu leL;kvksa&fofoä y?kqx.kd }kjk dqath
fofue; [2] vkSj ,fUØI'ku ds fy, xq.ku[kaMu ds
tfj, dwVu  [4]&ds esy ls ,d f}Lrjh; j{kk ra=
¼dual–layered defence½ LFkkfir djrh gSA ;g
f}Lrjh; l q j{ k k ç. k ky h fØ IV k s fo'y s " k . k
¼cryptanalysis½ ds çfr çfrjks/k dks lkFkZd :i ls
c<+k nsrh gS [12]A;g 'kks/k i= ,d l'kä vkSj
foLrkj'khy ¼scalable½ fØIVksflLVe ds fy, vkys[k
fl)kar [14]] dqath fofue; [2]] vkSj psfc'kso&
laof/kZr vkj,l, dwVu [17] ds laf'y"V –f"Vdks.k
dk mi;ksx dj dbZ çLrkfor fof/k dk fooj.k
çLrqr djrk gSA ;g ç.kkyh etcwr lqj{kk ds
lkFk&lkFk dq'ky lax.ku Hkh çnku djrh gS] ftlls
;g gYds IoT midj.kksa ls ysdj mPp&tksf[ke
okyh fMftVy lapkj ç.kkfy;ksa [19] rd ds
vuqç;ksxksa ds fy, vkn'kZ cu tkrh gSA

çLrkfor ,fUØI'ku rduhdksa dh xf.krh;
vk/kkjf'kyk

vkO;wg & vk/kkfjr dqath fofue;] vkys[k
fl)kar] psfc'kso cgqin] vkSj ,d RSA&tSls –f"Vdks.k
dks ,dh—r djrs gq, ;g vuqHkkx çLrkfor dwVu
;kstukvksa ds xf.krh; vk/kkj dh :ijs[kk çLrqr
djrk gSA lkewfgd :i ls ;s lHkh ?kVd & fofoä
y?kqx.kdksa dh dfBurk] vkys[k dh lajpukRed
tfVyrk] cgqin iqujkof̀Ùk;ksa dh vjktd ç—fr]
vkSj RSA&tSls flLVe esa xq.ku[kaMu dh dfBukbZ
[1] feydj ,d etcwr xw<+kys[kh <kapk cukrs gSaA
fuEufyf[kr pkj mi[kaMksa esa çR;sd xf.krh; vk/kkj
dk fooj.k fn;k x;k gS%

A- lqjf{kr dqath lk>kdj.k ds fy, fMQh&gsyeSu
dqath fofue; dk ,d vkO;wg &vk/kkfjr foLrkj]

B- lans'k fu:i.k ds fy, vkys[k & fl)kar ij
vk/kkfjr ,d e‚My]

C- psfc'kso cgqinksa ds xq.k/keZ] tks dwVu dh
vçR;kf'krrk ¼encryption unpredictability½ dks
c<+krs gSa] vkSj

D- dwVu vkSj fodwVu ds fy, psfc'kso cgqinksa
dk mi;ksx djus okyh ,d çLrkfor RSA&çsfjr
;kstukA

A- eSfVªDl&vk/kkfjr fMQh&gsyeSu dqath
fofue;

çfrf"Br fMQh&gsyeSu dqath fofue; [2] &
tks xw<+kys[kh uokpkj dh vk/kkjf'kyk ekuh tkrh gS
;g fof/k fMQh&gsyeSu dqath fofue; [2]  ds Ldsyj
¼scalar½ <kaps dks vkO;wg ds {ks= esa foLrkfjr djds
ifj"—r djrh gS] ftlesa ?kkrkad ¼exponents½ dsoy
/kukRed iw.kkaZdksa rd lhfer gksrs gSaA ;g fof/k nks
i{kksa&ijaijkxr :i ls ,fyl vkSj c‚c&dks ifjfer
{ks= ¼finite field½ esa ekikad vadxf.kr ¼modular

arithmetic½ dh lVhdrk dk mi;ksx djds ,d
lk>k xqIr vkO;wg LFkkfir djus dh vuqefr nsrh gSA
bl vuqdwyu dh uohurk dsoy blds lS)kafrd
dkS'ky esa gh ugha] cfYd bldh O;kogkfjd çHkko'khyrk
esa Hkh fufgr gS% ;g ,fUØIVsM lapkj ls ysdj usVodZ
ç.kkfy;ksa dh lqj{kk rd ds vuqç;ksxksa ds fy, lqjf{kr
dqath O;qRifÙk dks laHko cukrk gS] vkSj fØIVksxzkQjksa
ds fy, ,d cgqi;ksxh midj.k çnku djrk gS [1,

19]A

A-1 lkoZtfud çkpy

 vkdkj ¼n×n½ dk yksdlEer ¼public agreed½
vk/kkj vkO;wg B ,d cM+s vHkkT; la[;k r ds ekikad
ifjfer {ks= ls pquk tkrk gS ;g fofue; dh vk/kkj
lajpuk ds :i esa dk;Z djrk gSA

 ,d cM+h vHkkT; la[;k r ekikad lafØ;kvksa
¼modular operations½ dks fu;af=r djrh gS] ftldk
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ifjek.k O;kid vkØe.kksa ds fo#) ,d 'kfä'kkyh
vojks/k lqfuf'pr djrk gSA

A-2 dqath fofue; dh pj.kc) çfØ;k

A-2-1 futh dqath dk p;u%

,fyl ,d xqIr iw.kkaZd a pqurh gS] ftls og
fdlh ls lk>k ugha djrhA blh çdkj] c‚c ,d xqIr
iw.kkaZd b pqurk gS] ftls dsoy ogh tkurk gSA

A-2-2 lkoZtfud dqath dh x.kuk%

 ,fyl eSfVªDl A dh x.kuk fdl izdkj djrh
gS%

A ¾ Ba ¼mod r½

fQj og eSfVªDl A dks c‚c dks Hkstrh gSA

 c‚c viuh lkoZtfud eSfVªDl dh x.kuk
fuEu izdkj djrk%

C ¾ Bb ¼mod r½

fQj og eSfVªDl C dks ,fyl dks Hkstrk gSA

A-2-3 lk>k xqIr dqath dh x.kuk%

1- ,fyl dks c‚c }kjk Hksth xbZ eSfVªDl C

çkIr gksrh gS] vkSj mlds ikl viuh futh dqath a
gksrh gSA og c‚c dh lkoZtfud eSfVªDl ij viuh
futh dqath ykxw djrh gS%

S = Ca (mod r) = (Bb)a (mod r)

2- c‚c dks ,fyl }kjk Hksth xbZ eSfVªDl A

çkIr gksrh gS] vkSj mlds ikl viuh futh dqath b
gksrh gSA og ,fyl dh lkoZtfud eSfVªDl ij viuh
futh dqath ykxw djrk gS%

S = Ab (mod r) = (Ba)b (mod r)

3- pwafd eSfVªDl ?kkrkad ¼exponentiation½
lkgp;Z fu;e ¼associative law½ dk ikyu djrs gSa]
blfy, ;g lqfuf'pr fd;k tk ldrk gS fd%

S = (Ba)b (mod r) = Bab (mod r) = (Bb)a

(mod r)

bl çdkj] ,fyl vkSj c‚c nksuksa dks ,d gh
lk>k xqIr eSfVªDl çkIr gksrh gSA

A-3 lqj{kk fopkj

bl ;kstuk dh etcwrh ,d xgjs x.kukRed
vojks/k ij fuHkZj djrh gS% A] C] vkSj B fn, tkus
ij] a ;k b dk vuqeku yxkus ds fy, eSfVªDl {ks= esa
fofoä y?kqx.kd leL;k dks gy djuk vko';d
gksrk gS [18]] tks cM+s r ds fy, x.kukRed :i ls
vlaHko ekuk tkrk gS [3]A ;g blds Ldsyj iwoZt
¼scalar progenitor½  dh etcwrh ds leku gS] ysfdu
eSfVªDl foLrkj bldh mi;ksfxrk dks c<+krk gS] ftlls
vk/kqfud usVodZ lqj{kk ds fy, egRoiw.kZ çfØ;kvksa
tSls lqjf{kr cgq&vk;keh dqath le>kSrksa vkSj :ikarj.kksa
dk leFkZu gksrk gS [12, 19]A

B- lans'k lapj.k dk vkys[k lS)kafrd
fu:i.k

vkys[k  fl)kar] [14] lans'k çlkj.k dks e‚My
vkSj fo'ys"k.k djus dk ,d O;ofLFkr <ax çnku
djrk gS ftles eq[;r% bls Hkkfjr dksjksa ¼weighted

edges½ ds lkFk ,d iw.kZ vkys[k ds tfj, fu:fir
fd;k tkrk gSA bl fu:i.k esa] çR;sd 'kh"kZ ¼vertex½
,udksMsM lans'k ds ,d fgLls ds laxr gksrk gS] vkSj
dksj ¼edges½ la[;kRed varjksa ds vk/kkj ij muds
chp laca/kksa dks n'kkZrs gSaA bl vuqHkkx esa orZeku
rduhdksa esa ç;qä fuEufyf[kr vo/kkj.kk,¡ of.kZr dh
xbZ gSa%

1- iw.kZ vkys[k fu:i.k

2- 'kh"kZ la[;k fu/kkZj.k ds fy, ,UdksfMax rkfydk

3- vkiru 'kh"kZ ds varj dk mi;ksx djrs gq,
Hkkfjr dksj

B-1 iw.kZ vkys[k fu:i.k

,d iw.kZ vkys[k og vkys[k gksrk gS ftlesa
çR;sd fHkUu ;qXe 'kh"kksaZ ¼vertices½ ds chp ,d fdukjk
¼edge½ gksrk gS [14, 16] tc lans'k lapj.k ¼message

transmission½ dk ekWMy rS;kj fd;k tkrk gS] rks
fuEufyf[kr ijaijk viukbZ tkrh gS%

 çR;sd 'kh"kZ ,UdksM fd, x, lans'k esa ,d
çrhd ;k o.kZ dk çfrfuf/kRo djrk gSA
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 'kh"kksaZ  ds chp ds fdukjs bu çrhdksa ds chp dh ijLij fØ;k ;k laØe.k dks n'kkZrs gSaA

pwafd ,d iw.kZ vkys[k ;g lqfuf'pr djrk gS fd lHkh çrhd ,d&nwljs dks çHkkfor djrs gSa] vFkkZr~ blesa
laiw.kZ laidZrk ¼exhaustive connectivity½ gksrh gSA blls ;g lqfuf'pr gksrk gS fd çR;sd çrhd vius
lkfFk;ksa ij çHkko Mkyrk gSA ;g lajpuk fo'ks"k :i ls dwVys[ku] =qfV igpku ¼error detection½] vkSj usVodZ
laçs"k.k ¼communication½ e‚My esa mi;ksxh gksrh gS [16]A

B- 2 'kh"kZ Øekadu ds fy, ,UdksfMax rkfydk (Encoding Table for Vertex Numbering)

lans'k esa ç;qä çR;sd çrhd dks uhps nh xbZ ,UdksfMax rkfydk ds vk/kkj ij ,d fof'k"V la[;kRed eku
fn;k x;k gS%

rkfydk&1%

f(Vij) 0 1 2 3 4 5 

1 A B C D E F 

2 G H I J K L 

3 M N O P Q R 

4 S T U V W X 

5 Y Z - ? . ! 

bl ,UdksfMax ds ,d mnkgj.k es ge ns[krs gSa] fd fuEufyf[kr dksM çkIr fd, tk ldrs gSa%

10f (V ) f (A) 10 

40f (V ) f (S) 40 

43f (V ) f (V) 43 

31f (V ) f (N) 31 

22f (V ) f (I) 22 

41f (V ) f (T) 41 

B-3 vkifrr 'kh"kksaZ ds varj dk mi;ksx djrs gq, Hkkfjr fdukjs

iw.kZ vkys[k esa fdukjksa dks mu 'kh"kksaZ  ds la[;kRed varj ds vk/kkj ij Hkkj ¼weight½ fn;k tkrk gS] ftuls
os tqM+s gksrs gSaA mnkgj.k ds fy,] ;fn nks 'kh"kZ V vkSj N dks eku f¼V½ vkSj f¼N½ fn, x, gSa] rks muds chp
ds fdukjs dk Hkkj bl çdkj fudkyk tkrk gS%

VNW | f(V) f(N) | | 43 31| 12    

;g lqfuf'pr djrk gS fd%

 çrhdksa ds ekuksa esa vf/kd varj gksus ij Hkkj Hkh vf/kd gksxkA

 Hkkj forj.k ¼weight distribution½ ,UdksM fd, x, lans'k esa fofo/krkvksa dks n'kkZrk gSA
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 ;g lans'k dh tfVyrk dk fo'ys"k.k vkys[k&fl)kar vk/kkfjr ekinaMksa }kjk djus dk ,d rjhdk çnku
djrk gS [16]A

C- psfc'kso cgqin vkSj muds xq.k

psfc'kso cgqin [15] çLrkfor dwVys[ku ;kstuk ds fy, ,d l'kä xf.krh; vk/kkj çnku djrs gSaA ;s
cgqin viuh ykfEcd lajpuk] vjktd xfrdh ¼chaotic dynamics½] vkSj lhfer {ks=ksa ¼finite fields½ esa vkorhZ
xq.kksa ¼periodic properties½ dk ykHk mBkrs gSaA

bl vuqHkkx  esa bu cgqinksa dh ifjHkk"kk nh xbZ gS] buds lekdyuksa ¼integrals½ dks ,d fo'ys"k.kkRed
foLrkj ds :i esa çLrqr fd;k x;k gS] vkSj buds xq.kksa ;Fkk vjktd O;ogkj ¼chaotic behavior½] lsehxzqi xq.k
¼semigroup property½ vkSj ekikad vadxf.kr ¼modular arithmetic½ ds varxZr vkofrZrk ¼periodicity½ dk
fooj.k fn;k x;k gSA ;s lHkh xq.k bl dwVys[ku ç.kkyh dh fØIVksxzkfQd etcwrh esa egRoiw.kZ ;ksxnku nsrs
gSa [1]A

C-1- psfc'kso cgqin ¼Chebyshev Polynomials½

psfc'kso cgqin [15]] ftUgsa T
n
(x) ls fu:fir fd;k tkrk gS] ykfEcd cgqin ¼orthogonal polynomials½

dk vuqØe gksrk gS tks iqujkof̀ÙkiwoZd :i es bl çdkj ifjHkkf"kr gS%

0T (x) 1

1T (x) x

n n 1 n 2T (x) 2xT (x) T (x), for n 2   

C-2 psfc'kso vjktdh; O;ogkj

psfc'kso cgqin ¼Chebyshev polynomials½ dqN fo'ks"k {ks=ksa] fo'ks"kdj varjky x [ 1,1]  ] esa iqujkòÙk

¼iterate½ djus ij vjktdh; ¼chaotic½ O;ogkj çnf'kZr djrs gSaA vjktd xq.k dks lehdj.k
1

nT (x) co(n cos (x))  vFkok  2
2T (x) 2x 1    }kjk n'kkZ;k tkrk gS [17]A ;g :ikarj.k çkjafHkd

fLFkfr;ksa ij vR;f/kd fuHkZjrk dks n'kkZrk gS tks vjktd ekufp=ksa ¼chaotic maps½ dh ,d fo'ks"krk gS ftlls
fcuk x ds lVhd Kku ds vuqØe ¼sequence½ dks iwokZuqekfur djuk vlaHko gks tkrk gS [17]A ,slk vjktd
O;ogkj cyiwoZd fMdksfMax ¼brute-force decipherment½ ds fo#) ,fUØI'ku dks vf/kd etcwr cukrk gSA

C-3 ekMîwyks p ds varxZr psfc'kso cgqinksa dk foLrkfjr lsfexzqi xq.k

psfc'kso cgqinksa dk ,d ewyHkwr xq.k mudk lsfexzqi lajpuk ¼semigroup structure½ gksuk gS [15]A

tc fdlh vHkkT; la[;k ppp ds lkFk ekMîwyj vadxf.kr ¼modular arithmetic½ fd;k tkrk gS] rks
psfc'kso cgqin ,d leku lajpuk dks cuk, j[krs gSa%

m n n m mnT (T (x)) T (T (x)) T (x) 

bldk rkRi;Z ;g gS fd psfc'kso cgqinksa dh xq.kkRed fo'ks"krk,¡] tSls la;kstu ij LFkkf;Ro ¼closure

under composition½] ekMîwyks p ds varxZr Hkh cuh jgrh gSa] tks fØIVksxzkfQd ,YxksfjFe esa bUgsa fo'ks"k :i
ls mi;ksxh cukrh gSaA

m n n m mnT (T (x mod p)) mod p T (T (x mod p))mod p T (x mod p)mod p 
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C-4- psfc'kso vuqØe dk vkorhZ O;;gkj

psfc'kso vuqØe] ekikad vadxf.kr ¼modular arithmetic½ ds varxZr x.kuk fd, tkus ij vkorhZ
¼periodic½ O;ogkj çnf'kZr djrk gSA pw¡fd ifjfer  {ks= ¼finite fields½ esa rRoksa dh la[;k lhfer gksrh gS]
blfy, psfc'kso cgqinksa ¼Chebyshev polynomials½ dks nksgjkus ij pØh; ¼cyclic½ Lo:i çkIr gksrk gSA
vFkkZr] fdlh fuf'pr vkorZ t ds fy, ge ikrs gSa fd

n n 1T (x) T (x) mod p

;g mYys[kuh; gS fd  psfc'kso cgqin vuqØe dk vkorZ
2

n n 0{T (x)} modp(oddprime)foreach x 0,1,2,...,p 1,p 1     dk ,d Hkktd gS

mnkgj.k % vuqØe n n 0{T (x)} mod19  çR;sd x 0,1,2,...,18  dk vkorZ fuEufyf[kr ls fn;k tkrk

gS%

x 0 :0,1,0,18,0,1,0,18,0...  ¼period 4½]

x 1:1,1,1,1,1,1...  ¼period 0½]

x 2 : 2,1,2,7,7,2,1,2,7,7,2...  ¼period 5½]

x 3:3,1,3,17,4,7,0,12,15,2,16,18,16,2,15,12,0,7,4,17,3...  ¼period 20½]

x 4 : 4,1,4,12,16,2,0,17,3,7,15,18,15,7,3,17,0,2,16,12,4...  ¼period 20½]

x 0  x 0  x 0  ls 18 18 18 rd ds vkorZ dh rkfydk 192 1 360   ^19 2 1 360 
192 1 360   ds Hkktd çdV djrh gS%

;gk¡ lHkh vkorZ 219 1 20 18    ds Hkktd gSaA ;g lqxerk ls lR;kfir fd;k tk ldrk gS fd fdlh

Hkh fo"ke vHkkT; la[;k p ds vkorZ lnSo x 0,  x 1  vkSj x p 1   ds fy, Øe'k% 4] 1] vkSj 2 gSaA

D- dksdsjso }kjk psfc'kso cgqinksa dk mi;ksx djds RSA ;kstuk

fy;ksukMZ dksdsjso [17] us ,d RSA&tSlh ,fUØI'ku ;kstuk dk çLrko fd;k] tks psfc'kso cgqinksa ds
vjktd xq.kksa dk mi;ksx djrh gSA bl fof/k dk ewy fopkj ;g gS fd RSA esa ç;qä ekikad ?kkrkad
¼modular exponentiation½ dks psfc'kso cgqinksa ds la;kstu xq.k ¼composition property½ ls çfrLFkkfir
fd;k tk,A ;g –f"Vdks.k cgqinksa ds vjktd LoHkko dk ykHk mBkdj lqj{kk dks c<+krk gS] tcfd RSA

dh xq.ku[kaMu&vk/kkfjr uhao dks cjdjkj j[krk gS [1]A

D-1- dqath fuekZ.k

dqath fuekZ.k dh çfØ;k esa fuEufyf[kr pj.k gksrs gSa%

1. nks cM+h vHkkT; la[;k,¡ p vkSj q pqusa] vkSj fQj N pq  rFkk * 2 2N (p 1)(q 1)    dh x.kuk djsaA

2. ,d futh iw.kkaZd d pqusa vkSj mldk ekikad çfrykse ¼modular inverse½ e bl çdkj  Kkr djsa fd
*ed 1modN ,  (e, N)  lkoZtfud dqath gS vkSj d futh dqath gSA
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D-2- dwVu

,d lans'k x :1 x N,   ds fy, dwVfyf[kr ikBîka'k ¼ciphertext½ dk ifjdyu fuEufyf[kr çdkj ls
gksxk%

eC T (x) mod N

;gk¡ eT (x) mod N  psfc'kso cgqin ¼Chebyshev polynomial½ gS] ftldh fMxzh e gS] vkSj ftls x ij

ekikad N ¼modulo N½ ds varxZr ewY;kafdr fd;k x;k gS [15]A

D-3- fodwVu

ewy lans'k x dks iqu% çkIr djus ds fy, fuEufyf[kr x.kuk djsa%

dx T (C)(mod N)

D-4- fMfØI'ku ;kstuk dk lR;kiu

;gk¡ dqN egRoiw.kZ voyksdu gSa%

1. fodwVu ¼decryption ½ lQy gksrk gS D;ksafd e d e.dT (T (x)) T (x),  vkSj pwafd e.d 1(mod N*),  vr%

e.d 1T (x) T (x) x(mod N)   [17]-

2. blh çdkj d eT (T (x)) x(modN) A pkbuht 'ks"kQy çes; ¼Chinese Remainder Theorem½ ;g

lqfuf'pr djrk gS fd ;g vyx vyx vfoHkkT; la[;kvksa p vkSj q es ekU; jkgr gSA

bu fcUnqvksa dks fuEufyf[kr rjhds ls lfoLrkj le>k;k tk ldrk gS%
* * 2 2ed 1mod N ed 1 kN 1 k(p 1)(q 1),       

*ed 11 kN
T (x)mod p T (x) mod p T (x)mod p x mod p


   *p | N

leku rdZ dk mi;ksx djrs gq,]

*ed 11 kN
T (x)modq T (x)mod q T (x)modq x modq


   *q | N

pwafd p  vkSj q vyx vyx la[;k,a gSa] vr% pkbuht 'ks"kQy  çes; ¼Chinese Remainder theorem½
ds ç;ksx ls

*ed 11 kN
T (x) mod N T (x) mod N T (x) mod N x mod N


  

D-5- lqj{kk fopkj

 ;g Li"V gS fd psfc'kso&vk/kkfjr RSA dh lqj{kk bl ij fuHkZj djrh gS fd fcuk futh dqath ds
psfc'kso cgqinksa dk O;qRØe ¼inverse½ fudkyuk fdruk dfBu gSA bl leL;k dk dksbZ çHkkoh
lek/kku miyC/k ugha gS [15]A blds vfrfjä] psfc'kso cgqinksa dk vjktd O;ogkj ¼chaotic

behaviour½ bls vçR;kf'krrk dh ,d vfrfjä ijr çnku djrk gS [17]A bl ;kstuk dh lqj{kk
ikjaifjd RSA dh rjg xq.ku[kaMu leL;k ¼factoring problem½ ij Hkh fuHkZj djrh gSA pwafd ekikad
N dks nks cM+h vHkkT; la[;kvksa p vkSj q ds xq.kuQy ds :i esa pquk tkrk gS] blfy, ,ufØI'ku
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dks rksM+us ds fy, N dks * 2 2N (p 1)(q 1)    QSDVj djuk vko';d gksxk tks fd cM+s vadksa ds fy,

O;kogkfjd :i ls vlaHko gS [4]A

çLrkfor ;kstuk dk ,d mnkgj.k }kjk fp=.k

 tSlk fd fiNys vuqHkkx esa of.kZr fd;k x;k gS] çLrkfor dwVys[ku ;kstuk esa lans'k dks ,d iw.kZ
vkys[k ds ckgjh gSfeYVksfu;u iFk ¼outer Hamiltonian path½ ds 'kh"kksaZ ¼vertices½ ij ,UdksM fd;k
tkrk gSA fdukjksa ¼edges½ dk Hkkjfu/kkZj.k lacaf/kr vkiru 'kh"kksaZ ¼incident vertices½ ds ,UdksM fd,
x, ekuksa ds varj ds vk/kkj ij fu/kkZfjr fd;k tkrk gSA blds ckn] iw.kZ vkys[k ds Hkkfjr vklUurk
vkO;wg ¼weighted adjacency matrices½ dk fuekZ.k fd;k tkrk gS vkSj bls ,d lk>k dqath vkO;wg
¼shared key matrix½ ls xq.kk fd;k tkrk gS] ftls vkO;wg & vk/kkfjr fM¶Qh&gsyeSu dqath fofue;
;kstuk ds ek/;e ls lqjf{kr :i ls lk>k fd;k x;k gksrk gSA

çkIr eSfVªDl dks fQj dksdsjso }kjk çLrkfor psfc'kso&RSA ;kstuk dk mi;ksx djds ,fUØIV fd;k
tkrk gSA fMfØI'ku ds fy,] ,fUØIVsM vkO;wg dks igys psfc'kso&RSA ;kstuk dk mi;ksx djds
fMfØIV fd;k tkrk gSA mlds ckn] ifj.kke dks lk>k dqath vkO;wg ds O;qRØe ¼inverse½ ls xq.kk fd;k
tkrk gSA var esa] Hkkfjr vklUurk vkO;wg vkSj ,UdksfMax rkfydk dk mi;ksx djds lans'k dks
pj.k&nj&pj.k iquiZzkIr fd;k tkrk gSA uhps ,d foLr̀r pj.k&nj&pj.k çfØ;k dks ,d mnkgj.k
lfgr çLrqr fd;k x;k gSA

,fUØI'ku çfØ;k 'kq: djus ls igys] ,fyl vkSj c‚c lans'k dh yackbZ ds vk/kkj ij vkO;wg &
vk/kkfjr fMQh&gsyeSu dqath fofue; fof/k dk mi;ksx djds ,d lk>k dqath vkO;wg LFkkfir
djrs gSaA

eku yhft, ,fyl c‚c dks ik¡p v{kjksa dk lans'k Hkstuk pkgrh gSA nksuksa ,d 5×5 vk/kkj vkO;wg B
vkSj ,d vHkkT; la[;k r ij lger gksrs gSa%

1 2 4 5 6

3 4 9 2 7

B 5 6 2 1 3

4 5 7 3 5

7 3 4 5 8

 
 
 
 
 
 
 
 

 ,oa r 11

dqath fofue;

 futh dqath p;u

,fyl ,d futh iw.kkaZd a¾3 pqurh gS] tks xqIr jgrk gSA

c‚c ,d futh iw.kkaZd b¾4 pqurk gS] tks xqIr jgrk gSA

 lkoZtfud dqath dk ifjdyu

,fyl lkoZtfud dqath dk ifjdyu djrh gS%
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a 3A B mod r B mod11 

1732 1625 2053 1387 2470

2243 2092 2714 1821 3252

A mod111700 1544 1793 1213 2200

2210 2058 2573 1709 3089

2607 2392 2955 2008 3567

 
 
 
 
 
 
 
 

5 8 7 1 6

10 2 8 6 7

A 6 4 0 3 0

10 1 10 4 9

7 5 7 6 3

 
 
 
 
 
 
 
 

vkSj A] c‚c dks çsf"kr dj nsrh gSA

 c‚c lkoZtfud vkO;wg dk ifjdyu djrk gS%

b 4C B mod r B mod11 

37910 36627 45248 30474 54621

52137 47999 58983 39836 71365

C mod1135549 32999 41573 28020 50052

49708 45902 56827 38311 68642

57559 53253 66190 44633 79827

 
 
 
 
 
 
 
 

0 8 5 4 6

8 6 1 5 8

C 8 10 4 3 2

10 10 1 9 2

7 2 3 6 0

 
 
 
 
 
 
 
 

vkSj C ,fyl dks çsf"kr dj nsrk gSA

lk>k dqath dk ifjdyu

,fyl ifjdfyr djrh gS%

a baS C B mod r 
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3444 4322 1653 3279 2670

4376 4938 1784 3835 2854

S 4508 4800 1837 3888 2936

5564 5970 2186 4859 3634

3246 3460 1207 2720 2176

 
 
 
 
 
 
 
 

 mod 111

1 10 3 1 8

9 10 2 7 5

S 9 4 0 5 10

9 8 8 8 4

1 6 8 3 9

 
 
 
 
 
 
 
 

v

c‚c ifjdyu djrk gS%

b abS A B mod r 

95635 70080 96143 60853 74511

115960 84567 116074 72915 90414

S mod1157154 39450 56034 35711 43933

111978 83432 113055 70540 87850

76242 55567 75732 48920 58672

 
 
 
 
 
 
 
 

1 10 3 1 8

9 10 2 7 5

S 9 4 0 5 10

9 8 8 8 4

1 6 8 3 9

 
 
 
 
 
 
 
 

pwafd vkO;wg ?kkrkad] xq.ku lkgp;Z fu;e dk ikyu djrk gS%

a b b a ab(B ) (B ) B mod r 

,fUØI'ku ;kstuk%

 ,fyl ,fUØI'ku çfØ;k dh 'kq#vkr ewy lans'k "SVNIT" ls djrh gSA pwafd ;g lans'k ik¡p v{kjksa
dk gS] og ,d iw.kZ vkys[k K5 cukrh gS vkSj çR;sd v{kj dks vkys[k ds 'kh"kksaZ ¼vertices½ ij ,d
fof'k"V lkadsfrd la[;kRed eku ¼encoded numerical value½ lkSairh gSA blds ckn] og fdukjksa
¼edges½ ds Hkkjksa ¼weights½ dh x.kuk mu lacaf/kr 'kh"kksaZ ds lkadsfrd ekuksa ds ijLij vuqikr
¼absolute difference½ ds :i esa djrh gSA
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SVW | f(V) f(S) || 43 40 | 3   

VNW | f(N) f(V) || 31 43 | 12   

NIW | f(I) f(N) || 22 31| 9   

ITW | f(T) f(I) || 41 22 | 19   

TSW | f(S) f(T) || 40 41| 1     vkSj blh çdkj

 ,fyl iw.kZ vkys[k K5 ls çkIr fd, x, fdukjksa ds Hkkjksa ¼edge weights½ ds vk/kkj ij Hkkfjr
vklUurk vkO;wg ¼weighted adjacency matrix½ dk fuekZ.k djrh gSA

S V N I T

S 0 3 9 18 1

V 3 0 12 21 9

M N 9 12 0 9 10

I 18 21 9 0 19

T 1 2 10 19 0

 
 
 
 
 
 
 
 

 ,sfyl çkjafHkd v{kj ds dwVc) eku ¼encoded value½ dks fod.kZ dh lcls Åijh&ck,¡ fLFkfr esa
fy[krh gSA

1

S V N I T

S 9 18 1

V 3 0 21 9

M N 9 12 0 10

I 18 21 9 0

T 1 2 10 19 0

40 3

12

9

19

 
 
 
 
 
 
 
 
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 bls lk>k vkO;wg S ls xq.kk djds ,fyl ifjdfyr djrh gS

1

311 616 278 253 506

302 258 193 237 246

E M .S 208 342 203 195 258

307 540 248 267 510

280 222 159 217 194

 
 
 
  
 
 
 
 

 blds ckn] bl vkO;wg dks psfc'kso&RSA¼Chebyshev-RSA scheme½ ;kstuk dk mi;ksx djds
,fUØIV fd;k tkrk gSA

c‚c nks vHkkT; la[;k,¡ p=23 rFkk q=29 pqurk gS] vkSj fuEufyf[kr x.kuk,¡ djrk gS%

N pq 23 29 667   

fQj og ifjdyu djrk gS%
* 2 2N (p 1)(q 1) 443520   

c‚c e 13  dk p;u djrk gS vkSj d dk ifjdyu bl çdkj ls djrk gS%

*ed 1mod N

d ds fy, gy djus ij] og çkIr djrk gS%

d 34117

fQj c‚c e vkSj N dks lkoZtfud dj nsrk gSA

 vc ,fyl ifjdyu djrh gS%

13F T (E) mod 667

472 503 490 414 506

293 394 497 488 478

F 24 6 464 356 394

606 540 480 400 548

410 613 246 565 542

 
 
 
 
 
 
 
 

,fyl vafre ,fUØIVsM eSfVªDl ds :i esa F dks c‚c dks Hkstrh gSA

fodwVu ;kstuk%

 c‚c viuh futh dqath dk mi;ksx djds çkIr djrk gS & 34117E T (F)mod 667

311 616 278 253 506

302 258 193 237 246

E 208 342 203 195 258

307 540 248 267 510

280 222 159 217 194

 
 
 
 
 
 
 
 
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fodwVu çfØ;k dk lR;kiu fuEufyf[kr çdkj ls fd;k x;k gS%

d e deT (T (E) mod pq) mod pq T (E) mod pq

*de 1(1 1.N )
T (E) mod pq T (E) mod pq T (E) E


  

 vc] c‚c lk>k dqath vkO;wg 1S  ds O;qRØe ¼inverse½ ls E dks xq.kk djds M
1
 dks iqu% çkIr djrk

gSA


1

311 616 278 253 506 2880 4320 1728 3744 3744

302 258 193 237 246 1110 315 522 156 651
1

M1 E.S .208 342 203 195 258 1212 2610 252 2328 942
9504

307 540 248 267 510 5392 7032 1968 5056 5320

280 222 159 217 194 340 246 588



  
    
    
 

   
     904 970

 
 
 
 
 
 
 
 

 1

S V N I T

S 9 18 1

V 3 0 21 9

M N 9 12 0 10

I 18 21 9 0

T 1 2 10 19 0

40 3

12

9

19

 
 
 
 
 
 
 
 

c‚c Hkkfjr vklUurk vkO;wg ¼weighted adjacency matrix½ ds fod.kZ ¼diagonal½ dh çFke çfof"V
¼entry½ ds lkFk lqij&fod.kZ ¼super-diagonal½ çfof"V;ksa dk mi;ksx djrk gSA ,d ljy x.kuk çfØ;k ds
ek/;e ls] og iw.kZ vkys[k ¼complete graph½ dk iqufuZekZ.k djrk gSA bl iqufuZfeZr vkys[k vkSj ,UdksMsM
rkfydk ¼encoded table½ dk mi;ksx djds] c‚c ewy lans'k  SVNIT dks lQyrkiwoZd fMdksM djrk gSA

fu"d"kZ

çLrkfor ,fUØI'ku rduhd vkys[k fl)kar] dqath fofue; ra=] vkSj psfc'kso cgqinksa ds lkFk RSA

,fUØI'ku dk lQyrkiwoZd ,dhdj.k djrh gS] bl çdkj  ,d cgq&Lrjh; lqj{kk –f"Vdks.k çnku djrh gSA
iw.kZ vkys[k dh Hkkfjr vklUurk vkO;wg dk mi;ksx djds] ;g fof/k lans'k dks dq'kyrkiwoZd ,UdksM djrs gq,
etcwr xw<+kys[kh lqj{kk Hkh lqfuf'pr djrh gS [14]A fM¶Qh&gsyeSu vkO;wg & vk/kkfjr dqath fofue; lk>k
xqIr O;qRifÙk ¼shared secret derivation½ ds ek/;e ls xksiuh;rk dks c<+krk gS] tcfd psfc'kso cgqinksa dk
vjktd O;ogkj ,fUØI'ku dks geyksa ds çfr vf/kd çfrjks/kh cukrk gSA

ikjaifjd xw<+kys[kh rduhdksa dh rqyuk esa] ;g –f"Vdks.k fMLØhV y‚xfjn~e leL;k vkSj iw.kkaZd
xq.ku[kaMu leL;k nksuksa dk ykHk ,d lkFk mBkrk gS] ftlls laHkkfor geykojksa ds fy, tfVyrk dkQh c<+
tkrh gSA çLrkfor ;kstuk u dsoy etcwr lqj{kk vkSj x.kukRed n{krk lqfuf'pr djrh gS] cfYd ;g lqjf{kr
lapkj vkSj MsVk lqj{kk esa okLrfod vuqç;ksxksa ds fy, Hkh mi;qä gSA
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Hkfo"; ds vuqla/kku dk nk;jk

bl ç.kkyh dh x.kukRed n{krk dks vuqdwfyr
djus] DokaVe geyksa ds çfr çfrjks/k dk vUos"k.k
djus] vkSj bls Cy‚dpsu rFkk lqjf{kr DykmM daI;wfVax
tSls {ks=ksa esa foLrkfjr djus ij dsafær gks ldrk gSA
;g v/;;u vkys[k & fl)kar vk/kkfjr dwVys[ku
dks la[;k&lS)kafrd ¼number-theoretic½ lqj{kk
fl)karksa ds lkFk la;ksftr djus dh laHkkoukvksa dks
n'kkZrs gq, vk/kqfud fØIVksxzkfQd ç.kkfy;ksa dh çxfr
esa ,d egRoiw.kZ ;ksxnku nsrk gSA
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