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lkjka'k% 

vkt fofHkUu çfl) lwpuk lk>kdj.k vkSj lkekftd usVoÉdx lsok,a tSls v‚jdqV] fV~oVj] Qslcqd] 
vkfn mi;ksxdrkZvksa dks lans'kksa dk vknku&çnku djus dh vuqefr nsrh gSaA fV~oVj lans'kksa dks ,d 
fuf'pr yackÃ rd lhfer djrk gSA bldh ç—fr ,d [kqyh gqÃ ç—fr gS] vkSj blds mi;ksxdrkZvksa dk 
foÜo Hkj esa ,d fo'kky mi;ksxdrkZ vkèkkj gSA LiSej bl lqfoèkk dk mi;ksx djrs gSaA vQokg QSykuk] 
lkbcj geyk djuk] Vªksy djuk vkSj ihNk djuk tSls lkbcj vijkèk vke gSaA ;gka çLrkfor rjhds 
mi;ksxdrkZvksa dks vius vuq;kf;;ksa ds lkFk ckrphr ds vkèkkj ij fpfàr djus dh dksf'k'k djrs gSaA 
LiSej Lo;a viuh xfrfofèk;ksa dks lek;ksftr djds ikjaifjd rjhdksa dks ew[kZ cuk ldrs gSaA ysfdu ;g 
fofèk mi;ksxh lkfcr gksrh gS] D;ksafd mi;ksxdrkZ viuh xfrfofèk;ksa dks fu;af=r dj ldrk gS] ysfdu 
vuq;kf;;ksa dh xfrfofèk;ksa vkSj lqfoèkkvksa dks fu;af=r djuk muds fy, laHko ugÈ gSA rhu DykflQk;j] 
fMfl'ku Vªh] ck;sfl;u usVodZ] vkSj jSaMe Q+‚jsLV dk mi;ksx mi;ksxdrkZ ds ckjs esa lh[kus vkSj V~ohV ds 
y{k.k igpkuus ds fy, fd;k x;kA vè;;u n'kkZrk gS fd baVj,fDVo fo'ks"krk,a vkSj leqnk;&vkèkkfjr 
fo'ks"krk,a LiSe mi;ksxdrkZvksa dh igpku djus esa vPNh lkfcr gksrh gSa] esVkMsVk vkèkkfjr fu.kZ;ksa dh 
rqyuk esa mudk çn'kZu csgrj ik;k x;k gSA 

Abstract:
Today, various famous social networking services like Orkut, Twitter, Facebook, and 

many others, openly and freely allow users to exchange messages among themselves. In this 
paper, we talk of Twitter, which restricts the messages to a character limit. It has an open 
nature and a huge user base, and spammers utilize this characteristic. Cybercrimes are quite 
commonplace. A few commonly known ones are, spreading rumors, cyberbullying, trolling, 
and stalking. The approaches proposed in this work try to characterize users for the detection 
of such unwanted things. While traditional approaches try to do this based on the content of 
the messages, the approaches discussed here work based on the interactions of users with their 
followers along with the content. This is extremely useful, as a user who is spamming can 
easily control one’s own activities, but controlling the activities of ones’ network (followers) 
is not possible. Three classifiers are used for learning and characteristic identification. They 
are Decision Tree, Bayesian network, and Random Forest. Dataset from both genuine real 
users and spammers was used for testing. Study indicates that Interactive characteristics and 
community-based characteristics prove good in identifying spam users. They perform better 
than Metadata based decisions.
ladsr 'kCn% fV~oVj] LiSe] lks'ky ehfM;k] lkbcj vijkèk
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1- fo"k; ifjp;% Introduction

fV~oVj vkSj vU; lks'ky ehfM;k IysVQ‚eZ] 
vius mi;ksxdrkZvksa dks nqfu;k ds fy, okLrfod 
le; ¼Real Time½ esa fofHkUu fo"k;ksa vkSj #fp;ksa 
dh tkudkjh miyCèk djkrs gSaA ,sls IysVQ+‚eZ 
v‚uykbu lks'ky usVodZ ¼OSN½ dgykrs gSa] tks 
mi;ksxdrkZvksa dks viuh&viuh #fp dh pht+ksa 
dks lk>k djus esa l{ke cukrs gSaA blesa lekpkj] 
fofHkUu phtksa ds ckjs esa mudh viuh jk;] ikfjokfjd 
vkmÇVx vkSj vU; rLohjsa vkSj ohfM;ks] lekjksg 
vkSj muds ewM 'kkfey gSaA os vius tkudkj vU; 
mi;ksxdrkZvksa ds lkFk fofHkUu fo"k;ksa ij rdZ vkSj 
ppkZ djrs gSa] tSls jktuhfr] egRoiw.kZ ?kVuk,¡] 
orZeku foÜo ifjfLFkfr;k¡ vkSj blh rjg vU; fo"k; 
HkhA tc dksÃ mi;ksxdrkZ dqN Hkh V~ohV djrk 
gS] rks vuq;k;h mls vkerkSj ij i<+rs gSa vkSj iqu% 
V~ohV Hkh djrs gSaA blls tkudkjh dk O;kid 
QSyko gks ikrk gSA OSNs v‚uykbu IysVQ‚eZ ij 
mi;ksxdrkZvksa ds O;ogkj ds vè;;u vkSj fo'ys"k.k 
dh vko';drk gksrh gSA

fV~oVj dh 'kq#vkr 2006 esa gqÃ FkhA blesa 
v{kj lhek dh uhfr gSA vke rkSj ij ,d V~ohV 
esa vfèkdre 280 o.kZ gks ldrs gSaA mi;ksxdrkZ 
viuh ilan ds vuqlkj vU; yksxksa ¼çfl) gfLr;ksa 
lfgr½ dk vuqlj.k dj ldrs gSaA lekpkj pSuyksa 
dk vuqlj.k djus vkSj lnL;rk ysus ds fodYi Hkh 
miyCèk gSaA çR;sd iath—r vuq;k;h dks lnL;rk 
[kkrksa dh viMsV çkIr gksrh gSA fV~oVj vkSj 
Qslcqd tSls OSN ewy :i ls lkekftd mís';ksa 
ds fy, cuk, x, Fks] ysfdu os [kqys gSa vkSj muds 
fo'kky tukèkkj gSaA muds ikl lans'k lk>k djus 
ds fy, vkjkenk;d vkSj vklku fodYi gSaA ;s nks 
fo'ks"krk,a Þlkekftd c‚Vß vkSj lkbcj vijkfèk;ksa 
dks vkdÆ"kr djrh gSaA

OSNs u, ifj"—r vkSj tfVy geyksa vkSj 

[krjksa] tSls lkbcj cnek'kh] xyr lwpuk QSykuk] 
dêjiaFkhdj.k vkSj fofHkUu vU; voSèk xfrfofèk;ksa 
esa çoh.k gSaA fQ+Ç'kx ¼phishing½ vkSj LiSÇex tSls 
vke ikjaifjd lkbcj geyksa dh Hkh leL;k gSA 
tSls&tSls bUgs idM+us ds rjhds fodflr gq,] 
oSls&oSls muds lkFk gh lekukarj :i ls irk 
yxkus ls cpus ds fy, gksf'k;kj laLdj.k fodflr 
gq,A fjiksVks± dk dguk gS fd mi;ksxdrkZvksa ds 
lkFk&lkFk V~ohV dk ,d cM+k çfr'kr Øe'k% 
c‚V vkSj LiSe gSA LiSe c‚V~l igys rks nqljs 
mi;ksxdrkZvksa ds foÜoklik= cuus ds fy, ekuoh; 
O;ogkj dh udy djrs gSa] vkSj fQj bldk mi;ksx 
vupkgh xfrfofèk;ksa ds fy, djrs gSaA ¼1½

2- lkfgR; losZ{k.k % Literature Review
m|ksx txr ds ,DliVZ vkSj f'k{kkfon] nksuksa 

çdkj ds 'kksèkdrkZ lkbcj vijkfèk;ksa dks gjkus 
ds fy, dke dj jgs gSa] vkSj mi;ksxdrkZvksa dks 
OSNs ij ,d lqjf{kr vkSj lq[kn vuqHko nsus dk 
ç;kl dj jgs gSaA fofHkUu LiSe fMVsD'ku ,çksp lHkh 
IysVQkeks± ij miyCèk gSa] vkSj u, ,çksp yxkrkj 
çLrkfor gks jgs gSa ¼2] 3½A nqHkkZX; ls] irk yxkus 
dh rduhd ds lkFk lkFk gh irk yxkus ls cpus 
ds fy, rduhd fodflr gksrh gSA vfèkdka'k rjhds 
mi;ksxdrkZ ds Lo;a ds çksQkby vkSj xfrfofèk;ksa 
ds y{k.kksa dk mi;ksx djrs gSaA blfy, LiSej 
,slh detksfj;ksa dk mi;ksx djds idM+s tkus ls 
cp tkrs gSaA vfèkdka'k mi;ksxdrkZ tks ,d&nwljs 
ls ckrphr djrs gSa] os ,d&nwljs dh okLrfod 
igpku tkurs gSaA okLrfod yksx vly thou 
esa vius iM+ksl] fe= eaMyh] dk;kZy; eaMy vkSj 
O;fäxr ilan&ukilan ds vuqlkj fofHkUu leqnk;ksa 
ls lacaèk j[krs gSa] vkSj ,d nwljs dk vuqlj.k djrs 
gSaA blds foijhr] LiSej vfu;fer mi;ksxdrkZvksa 
dk vuqlj.k djrs gSa] ftlds dkj.k mUgsa cgqr 
de ikjLifjdrk feyrh gSA blds vfrfjä] 
,sls vuq;kf;;ksa ds chp de ikjLifjd dusD'ku 
gksrs gSa] tks ckrphr dks vkSj lkFk gh leqnk; 
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vkèkkfjr fo'ks"krkvksa dks de djrs gSaA okLrfod 
mi;ksxdrkZvksa vkSj LiSelZ ds chp ;g varj gesa 
LiSelZ dk irk yxkus esa mi;ksx dh tkus okyh 
,d fofèk çnku djrk gSA bl rjg ds igpku ra= 
ls cpus ds fy,] LiSej ,d&nwljs dk vuqlj.k 
djrs gSa] vkSj udyh leqnk; cukrs gSaA ysfdu ;g 
okLrfod yksxksa dks LiSe djus ds muds ewy mís'; 
dks gjk nsxk] D;ksafd os LiSÇex lewgksa ds Hkhrj jgus 
ds fy, çfrcafèkr gks tkrs gSaA blds vykok] bu 
udyh leqnk;ksa ds lnL;ksa dk cM+k çfr'kr LiSelZ 
dk gksxk vkSj leku O;ogkj gksaxs] ftlls lexz dk 
irk yxkus dh laHkkouk c<+ tkrh gSA

LiSe us mu fnuksa ls leL;k,¡ iSnk dh gSa 
tc baVjusV dh 'kq#vkr gqÃ FkhA bUgsa 1978 esa 
ARPANET esa fjiksVZ fd;k x;k FkkA ysfdu ml 
le;] fdlh dks bldh Çprk ugÈ FkhA Ã&esy cl 
'kq#vkr dj jgs Fks] vkSj LiSe dks vHkh rd ekU;rk 
ugÈ feyh FkhA ysfdu ;g leL;k le; ds lkFk 
vkSj rst gksrh xÃ] vkSj ;g vkt ,d fo'kky 
ladV cu xÃ gSA vupkgs LiSÇex ¼LiSe Ãesy @ 
lks'ky c‚V~l @ vkSj LiSEcksV~l½ ds fofHkUu :iksa 
dks idM+us esa l{ke dÃ rduhdksa dks cuk;k x;k 
gSA 'kksèk i= ¼4½ esa] igpku dh èkks[ks dh jksdFkke 
rduhd çLrkfor gSA ;g lkekU; ;ksxnku usVodZ 
MsVk dk mi;ksx djrk gS vkSj mi&leqnk; esa ços'k 
djus dh dksf'k'k dj jgs Hkzked [kkrksa dh igpku 
djrk gSA èkks[ks dk rkRi;Z gS] fdlh ,sls O;fä dks 
>wBh tkudkjh tkucw>dj gLrkarfjr djuk] tks 
>wB ls vutku gSA ;g ,d igpku vkSj jksdFkke 
ra= nksuksa ds :i esa çHkkoh çrhr gksrk gSA ysfdu 
bldh n{krk dkQh de gS] [kkldj cM+s usVodZ esa 
rks cgqr gh de gSA

WARNINGBIRD ¼5½ dks LiSelZ ds fV~oVj 
LVªhe esa ik, tkus okys lafnXèk URL dks oxÊ—r 
djus vkSj ÞyxHkxß okLrfod le; v‚ijsÇVx 
flLVe ds :i esa dk;Z djus ds fy, fMt+kbu fd;k 
x;k FkkA bldk mís'; dsoy V~ohV~l dks oxÊ—r 

djuk gS] u fd mu i`"Bksa dh tkap djuk]tks ogka ls 
[kqy jgs gSaA lglacaèk ¼correlation½ dks dÃ V~ohV~l 
ls fudkyk tk ldrk gSA geykoj ds ikl Hkh rks 
vlhfer lalkèku ugÈ gSa vkSj blfy, URL dk 
vfuok;Z :i ls iqu% mi;ksx fd;k tkrk gSA ,slh 
lglac) ;k lk>k URL iquÆunsZf'kr J`a[kykvksa dk 
irk yxkus esa vPNh rjg ls dke djrk gSA bl 
rduhd dh eq[; lhek,¡ bldh èkheh xfr vkSj 
lalkèkuksa dk vçHkkoh vkSj de mi;ksx gSaA 'kksèk i= 
¼6½ LiSe tkap ds fy, ,d fofèk çLrkfor djrk gS] 
tks fV~oVj dh viuh LiSe uhfr dk mi;ksx djrk 
gSA ck;sfl;u oxÊdj.k ,YxksfjFe ¼6½ lkekU; vkSj 
lafnXèk çdkj ds O;ogkjksa dks vyx djrk gSA 
xzkQ+&vkèkkfjr lqfoèkk,¡ Hkh mi;ksxh ik;h tkrh gSa] 
D;ksafd LiSe [kkrs vko';d :i ls cM+h la[;k 
esa mi;ksxdrkZvksa dk vuqlj.k djrs gSaA tc ge 
lkexzh vkèkkfjr fo'ks"krkvksa dh tkap djrs gSa] rks 
LiSe [kkrksa esa vkerkSj ij dÃ MqfIydsV V~ohV ik, 
tkrs gSa] tks bldh igpku dk dkj.k cu tkrk 
gSA gkykafd] okLrfod mi;ksxdrkZ ckj&ckj V~ohV 
iksLV dj ldrs gSa] blfy, ;g ,d çkekf.kd fofèk 
ugÈ gSA

3- çLrkfor ç.kkyh% ,d lfEefJr –f"Vdks.k The 
Proposed Technique: A Hybrid Approach
çLrkfor dk;Zç.kkyh fofHkUu rduhdksa 

ds la;kstu ij dke djrh gS] ftlesa lkexzh] 
lkeqnkf;d fo'ks"krk,a vkSj baVjSD'ku 'kkfey gSaA 
usVodZ Js.kh dks leqnk;&vkèkkfjr vkSj baVjSD'ku 
çdkjksa ds fy, mi&oxÊ—r fd;k x;k gS] tks 
baVjSD'ku usVodZ ls vkrs gSaA esVkMsVk fo'ks"krk,¡ 
mi;ksxdrkZvksa ds Lo;a ds V~ohV ls vkrh gSa] vkSj 
lkexzh&vkèkkfjr fo'ks"krk,¡ iksLV dh xq.koÙkk vkSj 
iksÇLVx O;ogkj dk mi;ksx djrh gSaA LiSej lkexzh 
vkSj esVkMsVk vkèkkfjr igpku ls cpus ds fy, Lo;a 
vius iksLV rks lek;ksftr dj ldrs gSa] ysfdu 
vuq;kf;;ksa vkSj leqnk;&vkèkkfjr fo'ks"krkvksa dks 
ck;ikl djuk eqf'dy gksrk gSA



59

lhfer yackÃ ds lks'ky ehfM;k ds fy, Lopkfyr LiSej fMVsD'ku] M‚ f'kYik esgrk

3-1 fofèk vkSj MkVklsV % Methodology and Dataset
ge ç;ksxkRed fo'ys"k.k vkSj ewY;kadu ds 

fy,] okLrfod mi;ksxdrkZvksa vkSj LiSelZ nksuksa 
ds fV~oVj MsVklsV ds mi;ksx ij ppkZ djrs gSaA 
çR;sd mi;ksxdrkZ dh çksQ+kby tkudkjh ds lkFk 
lkFk gh mlds vuq;k;h vkSj mldh vuqlj.k lwph] 
vkSj V~ohV dk fooj.k Hkh miyCèk gksrk gSA ge 
vuq;kf;;ksa okys mi;ksxdrkZvksa dk MkVklsV ysdj 
dke djsaxsA çrhdksa ds fy, rkfydk 1 ns[ksa%

 

rkfydk 1% çrhd fooj.k

ge viuh rduhdksa dks fuEu fyf[kr eq[; 
xq.kksa ij vkèkkfjr djsaxs%

3-2 esVkMsVk&vkèkkfjr O;oLFkk Metadata Based 
Techniques

3-3 lkexzh&vkèkkfjr fo'ks"krk,¡ Content-Based 
Characteristics

3-4 ikjLifjd fopkj&foe'kZ vkèkkfjr xq.k: 
Interaction-Based Characteristics

3-5 leqnk; vkèkkfjr fo'ks"krk,¡ Community-
Based Characteristics

3-2 esVkMsVk&vkèkkfjr O;oLFkk Metadata 
Based Techniques:

esVkMsVk V~ohV fo'ks"krkvksa dk o.kZu djus okyh 
tkudkjh dk çfrfufèkRo djrk gS] vkSj lwpuk lzksr 
[kkstus esa mi;ksxh gks ldrk gSA bu pkj fo'ks"krkvksa 
dks igpku ds fy, mi;ksx fd;k tkrk gSA

3-2-1 jhV~ohV dk vuqikr Retweet Ratio (RR) 

Lopkfyr LiSej euq";ksa dh rjg V~ohV ugÈ 
djrsA c‚V lkekU; :i ls nwljksa ds V~ohV 

dks jhV~ohV djrs gSa] ;k MsVkcsl ls V~ohV 
dk mi;ksx djrs gSa] ;k fQj laHkkO; rjhdksa 
dk mi;ksx djds V~ohV cukrs gSaA bl dk 
ewY;kadu RR ds lkFk fd;k tk ldrk gS] tks 
fd ds mi;ksxdrkZ }kjk fn, x, jhV~ohV dk 
dqy V~ohV ij vuqikr gSA ;g okLrfod yksxksa 
ds fy, de gksuk pkfg, tcfd ;g LiSej ds 
ekeys esa mPp gksxkA xf.krh; :i ls]

RR(u) = {RT(u)} / {N(u)}, (Eq 3.2.1)

tgk¡ RT(u) ml miHkksäk ds dqy jhV~ohV 
vkSj N(u) ml miHkksäk ds dqy V~ohV gSA

3-2-2 Lopkfyr V~ohV vuqikr Automated 
Tweet Ratio (AR) 

dqN LiSÇex [kkrs OSNs }kjk çnku fd, 
x, API dk mi;ksx djrs gSaA fV~oVj esa ,d 
lkoZtfud ,ihvkÃ gS] vkSj bldk mi;ksx dÃ 
LiSelZ }kjk fd;k tkrk gSA viath—r vkSj 
r`rh;&i{k ,fIyds'ku ls mRiUu V~ohV~l dks 
Lopkfyr V~ohV dgk tkrk gSA fdlh fn, x, 
mi;ksxdrkZ dk AR] ml ds ,ihvkÃ ls V~ohV 
vkSj dqy V~ohV~l dk vuqikr gSA

AR(u) = {A(u)} / {N(u)},  (Eq 3.2.2)

tgka A(u) ,ihvkÃ dk mi;ksx djrs gq, V~ohV~l 
dh la[;k gSA okLrfod yksxksa ds fy, AR 
de gksuk pkfg,] tcfd LiSej ds fy, vfèkdA

3-2-3 V~ohV Vkbe LVSaMMZ Msfo,'ku Tweet 
Time Standard Deviation (TSD)

Lopkfyr LiSej viuh xfrfofèk dk le; 
fuèkkZfjr djus ds fy, jSaMe uacj tujsVj 
dk mi;ksx djrs gSaA c‚V Vkbe ,fDVos'ku 
Q+aD'ku ds vuqlkj le; esa ,d fuÆn"V Çcnq 
ij lfØ; gks tkrs gSaA gkyk¡fd os ,Yxksfjne 
Hkh dqN fu;eksa dk ikyu djrs gSaA TSD V~ohV 
le; fHkUurkvksa dks dSIpj djrk gSA xf.krh; 
:i ls% 
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    (Eq 3.2.3)

tgka ti ioÈ V~ohV le; gS] V~ohV~l ds chp 
vkSlr le;  gS] vkSj N (u) miHkksäk u  
}kjk fd, x, dqy V~ohV gSaA Lopkfyr LiSej 
esa de Vh,lMh gksxk tcfd okLrfod yksxksa 
esa ikl vfèkdA

3-2-4 V~ohV le; varjky ekud fopyu 
Tweet Time Interval Standard Deviation 
(TISD) 

TISD yxkrkj xfrfofèk;ksa esa iSVuZ dk 
mi;ksx djrk gSA c‚V~l }kjk fd, x, V~ohV 
esa fu;fer varjky gksrk gS tcfd euq";ksa esa 
vfu;fer varjky gksrk gSA xf.krh; :i ls]

(Eq 3.2.4)

tgka T1, T2, ..., Tn yxkrkj V~ohV~l ds chp 
le; varjky nsrs gSa vkSj vkSlr le; varjky 
gSA Lopkfyr LiSelZ ds fy, ;g Hkh de 
gksxkA 

3-3 lkexzh&vkèkkfjr fo'ks"krk,¡ Content-Based 
Characteristics

orZeku fofèk;ka lkexzh xq.koÙkk dk mi;ksx 
,d ladsrd ds :i esa Hkh djrh gSaA LiSelZ 
mi;ksxdrkZvksa dks yqHkkus vkSj èkks[kk nsus ds fy, 
V~ohV iksLV djrs gSa] vkSj fof'k"V fo'ks"krkvksa dk Hkh 
mi;ksx fd;k tk ldrk gSA tSls fd%

3-3-1 URL vuqikr URL Ratio (UR) 

mi;ksxdrkZ vkerkSj ij viuh #fp ds fopkj 
vkSj fopkj iksLV djrs gSa] vkSj lekpkj ys[k 
vkSj dgkfu;ka lk>k djrs gSaA bl rjg ds 
V~ohV esa dHkh &dHkh rks lacafèkr i`"B ds lzksr 
URL gks ldrs gSa] ysfdu ges'kk ugÈ gksaxsA 

RR dk lehdj.k nsf[k,

UR(u) = {U(u)} / { N(u)}, (Eq 3.3.1)

tgka U(u) V~ohV esa mi;ksx fd, x, URL 
ds lkFk V~ohV~l dh la[;k gS] vkSj N(u) ;w }
kjk fd, x, dqy V~ohV gSaA LiSelZ dks URL 
dk mi;ksx djuk vko';d gS] rkfd os tks oks 
pkgrs gSa] og djus esa l{ke gks ldsa] rkfd os 
lkekU; mi;ksxdrkZvksa dks vius yf{kr i`"Bksa 
ij [kÈp ldsaA blds fy,] Spammers dks 
URL dk mi;ksx djuk gh gksrk gSA blfy, 
muds T;knkrj V~ohV~l esa URL gksrs gSa] vkSj 
blfy, UR eku yxHkx 1 gks tkrk gSA blds 
foijhr] okLrfod mi;ksxdrkZvksa ds UR NksVs 
¼0 ds djhc½ gksrs gSa] D;ksafd vfèkdka'k le; os 
viuh Hkkoukvks dks O;ä dj jgs gksrs gSa vkSj 
;wvkj,y iksLV ugÈ djrsA ;g Hkh okLrfod 
mi;ksxdrkZ ls LiSej dk irk yxkus dk ,d 
vkSj rjhdk gSA

3-3-2 vf}rh; URL vuqikr Unique URL 
Ratio (UUR) 

URL dk vR;fèkd mi;ksx vius vki 
esa lansgkLin gS] ysfdu ,d gh URL ds 
ckj&ckj nksgjk;k tkus ls lansg dh rhozrk 
c<+ tkrh gSA LiSelZ ckj&ckj ,d gh URL 
dk mi;ksx djds mi;ksxdrkZvksa dks Qalkus 
dh dksf'k'k djrs gSa] mUgsa nqHkkZoukiw.kZ lkbV 
ij iquÆunsZf'kr djus ds fy,A mi;ksxdrkZvksa 
ds V~ohV esa URL dh fof'k"Vrk ds fy,  
vf}rh; URL vuqikr dk mi;ksx djds 
bldh igpku dh tkrh gSA

UUR(u) = {UU(u)} / {U(u)}, (Eq 3.3.2)

tgka UU (u) vf}rh; URL gS vkSj U(u) 
V~ohV~l esa dqy URL gSaA ;g LiSej ds fy, 
yxHkx 1 gksxk ysfdu okLrfod mi;ksxdrkZvksa 
ds fy, de ewY; gksxk] ftlls LiSej dk irk 
yxk;k tk ldsxkA
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3-3-3 mYys[k vuqikr Mention Ratio (MR)

fV~oVj gSaMy “@userid” dk mi;ksx djds 
mi;ksxdrkZvksa dks V~ohV~l esa nwljksa dks VSx 
djus dh vuqefr nsrk gSA LiSelZ V~ohV esa 
mi;ksxdrkZ ukeksa dk mYys[k djds bl lqfoèkk 
dk mi;ksx djrs gSa] ,oa mUgsa lans'k Hkstus okys 
ds ckjs esa tkuus ds fy, fDyd djus ds fy, 
mdlkrs gSaA

MR(u) = {M(u)} / N(u),   (Eq 3.3.3)

tgk¡ M(u) mYys[kksa dh fxurh gSA ;g 
iSjkehVj Hkh okLrfod yksxksa ds fy, de vkSj 
LiSe c‚V ds fy, mPp gksuk visf{kr gSA 

3-3-4 vf}rh; mYys[k vuqikr Unique 
Mention Ratio (UMR) 

okLrfod mi;ksxdrkZvksa ds okLrfod yksxksa ds 
lkFk dÃ lacaèk gks ldrs gSa ysfdu ckrphr lHkh 
ds lkFk ugÈ gksrh gSA ;gh dkj.k gS fd dksÃ 
Hkh okLrfod mi;ksxdrkZ vius lHkh ifjfprksa 
dks VSx ugÈ djrk gSA blds foijhr] LiSej 
fdlh dks Hkh vfu;fer:i ls VSx djrs gSaA 
xf.krh; :i ls] ;w,evkj vuqikr fuEufyf[kr 
lehdj.k }kjk fuèkkZfjr fd;k tkrk gS%

UMR(u) = {UM(u)} / {M(u)}, (Eq 3.3.3)

tgka UM(u) mi;ksxdrkZ ;w }kjk fd;s x, 
vf}rh; mYys[k gS] vkSj M(u) ;w }kjk fd;s 
x, dqy mYys[k gSaA okLrfod yksxksa ds fy, 
UMR de gS D;ksafd os fof'k"V yksxksa ds lkFk 
ckrphr djrs gSaA ;g LiSe ds fy, mPp gksuk 
visf{kr gSA 

3-4 ikjLifjd fopkj&foe'kZ vkèkkfjr xq.k% 
Interaction-Based Characteristics: 

OSNs ls miyCèk mi;ksxdrkZ baVjSD'ku MsVk 
gesa mfpr fu.kZ; ysus ds fy, dÃ Lrjksa ij cgqr 
lkjh tkudkjh çnku djrk gSA ;g èkks[kkèkM+h dk 
irk yxkus] mi;ksxdrkZ dh okLrfod nqfu;k dh 

igpku] xzkgd O;ogkj fo'ys"k.k vkSj mi;ksxdrkZ 
ds O;ogkj dk iwokZuqeku yxkus esa gekjh enn 
djrk gSA dksÃ Hkh mi;ksxdrkZ nwljksa dh lnL;rk 
@ xfrfofèk;ksa dk ikyu viuh vksj ls dj ldrk 
gS] ysfdu nwljksa dks mldk vuqlj.k djus ds fy, 
etcwj ugÈ dj ldrk gSA ;g gesa vkSj vfèkd 
igpku dj ikus dh rjdhcsa @ rduhd çnku 
djrk gSA blds dÃ çdkj gSa tks uhps le>k, 
x, gSaA 

3-4-1 vuq;k;h vuqikr Follower Ratio (FR)

,d mi;ksxdrkZ ds vuq;kf;;ksa dh fxurh 
vU; mi;ksxdrkZvksa ds chp mlds foÜokl 
Lrj dks bafxr djrh gSA vks,l,u usVodZ 
esa tqM+s yksx vke rkSj ij okLrfod nqfu;k 
esa Hkh ,d nwljs dks tkurs gSa ¼lsfyfczVh @ 
yksdfç; mi;ksxdrkZvksa dks NksM+dj½A blfy,] 
okLrfod yksxksa ds fy, Q‚yks&cSd nj lkekU; 
:i ls vfèkd gksrh gSA mi;ksxdrkZ u dk FR 
usVodZ esa ml dk vuq;k;h vuqikr gSA FR 
¼Q‚yks&cSd nj½ okLrfod mi;ksxdrkZvksa ds 
fy, mPp vkSj LiSelZ ds fy, de gksrh gSA

   (Eq 3.4.1)

3-4-2 çfr"Bk vkSj ikjLifjdrk Reputation 
and Reciprocity 

lekt esa yksxksa dh okLrfod foÜo esa çfr"Bk 
muds leqnk; esa muds fopkjksa vkSj muds 
çfr yksxksa ds foÜoklksa dks bafxr djrh gS] 
vkSj vkHkklh nqfu;k esa Hkh ;gh ykxw gksrk gSA 
bldk eryc gS fd ;fn A fV~oVj ij B 
dk vuqlj.k djrk gS] rks ;gh visf{kr gksxk 
fd B Hkh A dk vuqlj.k djs] ftlls A ds 
fy, mPp ikjLifjdrk nj gksA ikjLifjdrk 
nj user ds fdlh dk vuqlj.k djus ds ckn] 
okil vuqlj.k ds vuqikr dks bafxr djrk gSA 
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  (Eq 3.4.2)

R(u) vke rkSj ij LiSelZ ds fy, de vkSj 
okLrfod mi;ksxdrkZvksa ds fy, mPp gksuk 
visf{kr gSA 

3-4-3 vuq;k;h&vkèkkfjr çfr"Bk Follower-
Based Reputation (FBR) 

,d mi;ksxdrkZ dh çfr"Bk mlds lkFk tqM+s 
mi;ksxdrkZvksa ls fojklr esa feyh gks ldrh 
gSA bl fo'ks"krk dk mi;ksx] mi;ksxdrkZ 
ds vuq;kf;;ksa dh çfr"Bk ls mldh çfr"Bk 
r; djus ds fy, fd;k tkrk gSA FBR fn, 
x, mi;ksxdrkZvksa ds vuq;kf;;ksa dh vkSlr 
çfr"Bk gSA xf.krh; :i ls] 

 (Eq 3.4.3)

tgk¡ R(u) vuq;kf;;ksa dh çfr"Bk gS] FBR 
vke rkSj ij LiSelZ ds fy, de vkSj okLrfod 
mi;ksxdrkZvksa ds fy, mPp gksuk visf{kr gSA 

3-4-4 DyLVÇjx xq.kkad Clustering 
Coefficient (CC) 

usVodZ uksM dk CC] ml fo'ks"k uksM ls 
xqtjus okys dusD'kuksa dks NksM+dj] vklUu 
uksM~l ds baVjdusfDVfoVh ds ?kuRo dk 
çfrfufèkRo djrk gSA ;g Lo;a iM+ksfl;ksa ds 
chp foÜokl Lrj dks bafxr djrk gS Hkys gh 
;g mi;ksxdrkZ ekStwn u gksA D;ksafd okLrfod 
yksxksa ds okLrfod usVodZ gSa vkSj lHkh ,d 
nwljs ls ijLij ifjfpr gSa] okLrfod nqfu;k 
esa tqM+s mi;ksxdrkZvksa ds chp foÜokl gksus ij 
okLrfod mi;ksxdrkZ ds ikl mPp CC ¼1 
ds djhc½ gks ldrk gSA ,d LiSej usVodZ dh 
rqyuk esa mudk usVodZ ?kuk gSA 

 (Eq 3.4.4)

 

  

fp= 3-4-4 ¼v½ Þ,ß dk usVodZ ¼c½ v ds u gksrs 
gq, mlds lEcafèkr Çcnqvksa dk vkilh usVodZ] ¼l½ 
Þ,ß ds iM+ksfl;ksa ds chp ,d leqnk; dk uewukA 

Fig. 3-5 leqnk; vkèkkfjr fo'ks"krk,¡   
    Community - Based Characteristics

ekuo çkphu dky ls lekt esa ,d lkFk jg 
jgs gSaA okLrfod foÜo leqnk;ksa esa] mi;ksxdrkZ ,d 
nwljs dks tkurs gSa vkSj muds chp ,d foÜokl Lrj 
gS] vkSj ckgjh yksxksa dh rqyuk esa vkil esa mPp 
lacaèk ?kuRo HkhA vc ge blds vkèkkj ij dqN 
–f"Vdks.kksa dks ns[krs gSaA

3-5-1 leqnk;&vkèkkfjr çfr"Bk Community-
Based Reputation (CBR)

fdlh Hkh mi;ksxdrkZ dh çfr"Bk muds 
leqnk;ksa dh çfr"Bk vkSj mlds lacafèkr 
lnL;ksa dh çfr"Bk ds vuqikr esa gSA okLrfod 
mi;ksxdrkZvksa ds lkFk tqM+s leqnk;ksa esa vPNh 
çfr"Bk gks] rks mldh viuh çfr"Bk Hkh c<+ 
tkrh gSA bl çdkj] vPNh çfr"Bk okys 
leqnk;ksa esa lfEefyr gksus Hkj ls] mi;ksxdrkZ 
dh çfr"Bk c<+ tkrh gS ;fn mi;ksxdrkZ C1, 
C2, C3 ds :i esa ukfer leqnk;ksa esa ekStwn 
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gS] rc mldk CBR eku ;g gksxk%

( E q 3 . 5 . 1 ) 

tgka R (Ci (j)) ith leqnk; ds jth mi;ksxdrkZ 
ds fy, çfr"Bk gSA lhchvkj LiSelZ ds fy, 
de vkSj okLrfod mi;ksxdrkZvksa ds fy, 
mPp gSA

3-5-2 leqnk; vkèkkfjr DyLVÇjx xq.kkad 
Community-Based Clustering Coefficient 
(CBCC) 

;g xq.kkad leqnk;ksa ds lewgksa dks bafxr djrk 
gS ftlesa mi;ksxdrkZ ekStwn gSA ;fn CCi ith 
leqnk; dk DyLVj xq.kkad gS] vkSj mi;ksxdrkZ 
U ,sls K leqnk;ksa dk lnL; gS] rks U ds fy, 
CBCC ;g gksxk]

] (Eq 3.5.2)

lhchlhlh okLrfod yksxksa ds fy, mPp 
vkSj LiSelZ ds fy, de gksxk] D;ksafd LiSelZ 
ls tqM+s Lora= mi;ksxdrkZ 'kk;n gh dHkh 
varj&leqnk; gksrs gSaA

4- ifj.kke vkSj rqyuk ds fy, iSjkehVj  
Results and Parameters of Comparison

MsVklsV ij bl ,YxksfjFe ds çn'kZu dk 
fo'ys"k.k ¼vkSj rqyuk½] e'khu yÉux ds bu rhu 
rjhdksa ds lkFk fd;k x;k% fMfl'ku Vªh] jSaMe 
QkjsLV vkSj cSflvu usVodZA rqyuk ds fy, ç;qä 
fd;s x, ehfVªd Fks vokLrfod ldkjkRed ;k >wBh 
ldkjkRed nj false positive rate (FPR)] [kkst 
;k irk yxkus dh nj detection rate (DR)] 
vkSj ,Q&Ldksj F-ScoreA

TP (True Positive) Vhih okLrfod 
ldkjkRedrk la[;k dks bafxr djrk gS] tks ;g 
crkrh gS fd fdrus vlyh LiSelZ dks lgh rjg ls 
LiSej ds :i esa oxÊ—r fd;k x;kA blds foijhr] 
,Q+ ,u FN ¼False Negative½ xyr udkjkRedrk 
gS] tks ;g crkrh gS fd fdrus vlyh LiSelZ 
dks xyrh ls vlyh mi;ksxdrkZ le> fy;kA 
Bhd mlh rjg] ,Qih FP ¼False Positive½ >wBh 
ldkjkRedrk la[;k gS( ;g og la[;k gS tks crkrh 
gS fd fdrus okLrfod yksxksa dks xyr rjg ls LiSej 
ds :i esa oxÊ—r fd;k x;kA vkSj var esa Vh,u 
TN ¼true negatives½ lPps udkjkRedrk la[;k 
gesa lgh <ax ls oxÊ—r okLrfod mi;ksxdrkZvksa 
dh la[;k crkrk gSA 

,Qihvkj >wBh ldkjkRed nj gSA FPR ¼false 
positive rate½ ,Qih (FP) vkSj Vh,u (TN) ds 
la;kstu ls çkIr gksrk gS] tks fd dqy okLrfod 
mi;ksxdrkZvksa ds vuqikr esa LiSelZ ds :i xyr 
rjhds ls oxÊ—r okLrfod mi;ksxdrkZvksa dk va'k 
gSA ,d vPNs DyklhQk;j esa de FPR gksuk pkfg,A 

blh rjg] Mhvkj ¼DR or recall rate or 
detection rate½ Vhih (TP) vkSj ,Q,u (FN) dk 
la;kstu gSA ;g ÞidMs x, ß LiSej dk dqy LiSej 
ls vuqikr nsrk gSA vPNs DykflQk;j esa ;g nj 
vfèkd gksuh pkfg,A 

vkSj var esa] ,Q&Ldksj ¼F Score½ vkSlr 
lVhdrk@ uhj {khj foosd'khyrk dh 'kfä gS] ;g 
lHkh igpkus x, LiSelZ esa ls lgh <ax ls idMs 
x, ¼xyr igpkuksa dks NksM+ dj flQZ lgh igpkus 
x, LiSelZ dh la[;k½ LiSelZ dk vuqikr gSA ;g 
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oxÊdj.kdrkZ dh foHksndkjh 'kfä dks n'kkZrk gSA ,d mPp ,Q&Ldksj okyk DykflQk;j okaNuh; gSA 
Åij fn, x, lehdj.k ns[ksaA rkfydk 2 bu ekinaMksa ds lkFk fofHkUu ,Yxksfjne ds çn'kZu dh rqyuk 
djds çkIr ifj.kkeksa dks fn[kkrh gSA vè;;u ;g Hkh crkrs gSa fd] çn'kZu MsVklsV esa ÞLiSelZ dh x.kukÞ 
ds ÞokLrfod mi;ksxdrkZvksa dh x.kukÞ ds vuqikr ds lkFk Hkh cnyrk gSA ;g rkfydk … esa ns[kk tk 
ldrk gSA 

rkfydk 2% bu ekinaMksa ds lkFk fofHkUu ,Yxksfjne ds çn'kZu dh rqyuk ds ifj.kke 

 

rkfydk 3% okLrfod mi;ksxdrkZvksa vkSj LiSelZ ds fofHkUu  
vuqikrksa ds lkFk ,Yxksfjne ds çn'kZu esa cnyko

5- fu"d"kZ CONCLUSION
iqjkus rjhds vius çn'kZu vkSj çksQkby ds 

vkèkkj ij LiSej mi;ksxdrkZvksa dh igpku djrs 
gSa] tcfd çLrkfor –f"Vdks.k ;g rks djrk gh 
gS] ysfdu blds lkFk gh blds iM+kslh uksM~l ds 
vkèkkj ij vkSj baVjSD'ku usVodZ ds vkèkkj ij 
Hkh dke djrk gSA esVkMsVk&vkèkkfjr rduhdksa dk 
çn'kZu mruk vPNk ugÈ gksrk gS] D;ksafd os fofHkUu 
,Yxksfjne }kjk ew[kZ cuk;s tk ldrs gSaA ckrphr& 
vkSj leqnk; vkèkkfjr fo'ks"krkvksa dks ç;qä djus 
okys rjhds vkSj rjdhcsa] Åij ifjHkkf"kr lHkh 
ekinaMksa ds vkèkkj ij csgrj çn'kZu djrh ik;h 
x;È gSaA vkt tc lkjh nqfu;k varjtky dk ç;ksx 
djrh gS] vkSj iSls ds ysu nsu Hkh varjtky ij gksrs 
gSa] blhfy;s ;g vko';d gS fd LiSe dks igpkuk 
tk lds vkSj varjtky dks lqjf{kr cuk;k tk ldsA 
blds fy, ;s lHkh rduhdsa cgqr okaNuh; gSaA 

ç;qä 'kCnkoyh

Community 
Based Features

leqnk; vkèkkfjr fo'ks"krk,a

Correlation lg & lacaèk

Cyber Crime lkbcj vijkèk] varjktky ij 
gksus okys vijkèk

DR  
(Detection rate)

xyr lUns'k idM+us dh nj

FN (False  
Negative)

tks lUns'k xyr Fkk mldh lgh 
ds :i esa xyrh ls gqÃ igpku

FP  
(False Positive)

tks lUns'k xyr ugÈ Fkk mldh 
xyr ds :i esa xyrh ls gqÃ igpku

FPR (False 
Positive Rate)

>wBh ldkjkRed nj

F Score lVhdrk@ uhj {khj foosd'khyrk 
dh 'kfä 

Genuine  
(human) users

okLrfod ¼ekuo½ mi;ksxdrkZ
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Metadata Based  
Techniques

iksLV ;k V~ohV dh lkexzh 
vkèkkfjr fu.kZ; O;oLFkk

OSN/ Open  
Social Network

vartkZy ij miyCèk [kqyh gqÃ 
lkekftd ckrphr vkfn dh 
lsok,a ftUgs dksÃ Hkh mi;ksx esa 
ys ldrk gSA 

Phishing

O;fäxr tkudkjh] tSls ikloMZ 
vkSj ØsfMV dkMZ uacj çdV djus 
ds fy, O;fä;ksa dks çsfjr djus 
ds fy, çfrf"Br daifu;ksa ls Ãesy 
Hkstus dk QtÊ vH;klA

Random Forest, 
Decision Tree 
and Bayesian 
Network

oxÊdj.k @ rqyuk ds rjhds

Random num-
ber Generator

vfu;fer la[;k,¡ cukus okys 
dEI;wVj çksxzke

Real Time
tc vartkZy ij tks gks jgk gS 
ml ij vkèkkfjr Rofjr fu.kZ; 
mlh le; fy, tkuk

Registered  
Follower

iath—r vuq;k;h

Social Bots
lkekftd varjtky ij euq"; dh 
gh rjg >wBs iksLV ;k V~ohV djus 
okys l‚¶Vos;j çksxzke

Spam yksxksa dks xqejkg djus ;k Qalkus ds 
fy, Hksts x, >wBs lUns'k ;k iksLV

Spammer >wBs lans'k ;k iksLV Hkstus okys 
lzksr ¼euq"; Hkh vkSj c‚V Hkh½

Time Activation 
Function

le; lfØ;.k lc:Vhu ftlls 
V~ohV fVªxj gks tkrk gS

TN  
(True negative)

tks lUns'k lgh Fkk ¼okLrfod 
mi;ksxdrkZ dk lPpk lUns'k½ 
mldh lgh ds :i esa lgh igpku

TP  
(True positive)

tks lUns'k xyr Fkk mldh xyr 
ds :i esa lVhd igpku
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