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lkjka'k%

jksx xzLr O;fä;ksa dh la[;k esa fujarj o`f) ds lkFk] LokLF; lsok çnkrkvksa dks fu;fer vkèkkj ij 
LokLF; lqj{kk  MsVk dh c<+rh la[;k dk çcaèku djus dh vko';drk gSA tSls&tSls lwpuk dh ek=k gj 
lky c<+sxh] vLirkyksa vkSj Dyhfudksa ds fy, lwpukvksa dks lalkfèkr djuk vkSj LVksj  djuk dfBu gks 
tk;sxkA LokLF; lsok laxBuksa }kjk çcafèkr MsVk esa chek nkok MsVk vkSj IOT midj.kksa ls ,d= fd, x, 
tSls dÃ çdkj ds MsVk 'kkfey gSaA mfpr fpfdRlk lsokvksa dks lqfuf'pr djus ds fy, ,d lqjf{kr lwpuk 
lk>k djus dh j.kuhfr gksuk egRoiw.kZ gS tks LokLF; lsok çnkrkvksa vkSj mudh doj dh xÃ laLFkkvksa 
nksuksa ds fjd‚MZ dh 'kq)rk dks lR;kfir djus dh vuqefr ns ldsA  blesa Cy‚dpsu rduhdh ykHkdkjh 
:i ls miyCèk gS] D;ksafd bldk ,d eq[; ykHk MsVk v[kaMrk gSA tc tkudkjh dks fjd‚MZ vkSj ,fUØIV 
fd;k tkrk gS] rks mldk vknku&çnku djuk ;k mls gVkuk vlaHko gks tkrk gSA Cy‚dpsu dk mi;ksx 
djus dk ,d vU; ykHk mu yksxksa ds lewgksa ds fy, gS tks ,d nwljs ij Hkjkslk ugÈ djrs gSa] ysfdu 
fQj Hkh ,d foÜoluh; r`rh;&i{k dks 'kkfey fd, fcuk MsVk lk>k djuk pkgrs gSa] muds fy, Cy‚dpsu 
lcls mi;qä lekèkku gksxkA bl i= esa] geus crk;k gS fd Cy‚dpsu dh dk;Zç.kkyh] LokLF; ns[kHkky esa 
bldh vko';drk vkSj Cy‚dpsu çkS|ksfxdh dk mi;ksx djds tSo fpfdRlk vkSj LokLF; lwpuk fofue; 
ç.kkyh esa lqj{kk vkSj xksiuh;rk dSls çkIr dh tk ldrh gSA

Abstract:

With an ongoing increase in sick person numbers, healthcare providers need to manage an 
increasing number of healthcare data on a regular basis. As the information volume will increase each 
year, it turns into tougher for hospitals and clinics to process and store information. Data managed 
by healthcare organizations include insurance claim data and data gathered from IOT devices. For 
ensuring proper medical services it is important to have a secure information sharing strategies that 
can permit both healthcare providers and their covered entities to verify the correctness of record. 
This is in which blockchain is available in beneficial, as one of its main advantages is data integrity. 
When information is recorded and encrypted, it becomes impossible to exchange or do away with. 
Another advantage of using blockchain is for those groups of people who don’t trust one another 
but still want to share data without including a trusted third-party for them blockchain would 
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be most appropriate solution. In this paper, we 
have explained the working of blockchain, its 
need in healthcare and how security and privacy 
can be achieved in biomedical and healthcare 
information exchange system using blockchain 
technology.

eq[;'kCn% Cy‚dpsu] ck;ksesfMdy] LokLF; lsok] 
Distributed Ledger] fØIVksxzkfQd gS'kA

Keywords : Blockchain, biomedical, healthcare, 
Distributed Ledger, cryptographic hash.

çLrkouk

Cy‚dpsu ,d ,slh rduhd gS tks tkudkjh 
dks ih;j&Vw&ih;j ¼P 2 P½ vkèkkj ij LVksj vkSj 
vknku&çnku djus esa l{ke cukrh gSA Cy‚dpSu 
rduhd }kjk fjd‚MZ dks rhljs i{k dh vko';drk 
ds fcuk lqjf{kr :i ls lk>k fd;k tk ldrk gS

Cy‚dpSu çkS|ksfxdh dh dÃ voèkkj.kkvksa esa 
VªqLr~&,UQksdsZn flD;qfjVh  dks çkFkfed ekuk tkrk 
gSA ,YxksfjFe esa Cy‚dksa dh ,d vuar J`a[kyk gksrh 
gS tks bls vfèkd lqjf{kr cukrh gS vkSj geykojksa 
ds fy, bls cnyuk eqf'dy cukrh gSA

lcls ljy 'kCnksa esa] Cy‚dpsu daI;wVj ds ,d 
lewg }kjk çcafèkr vifjorZuh; fjd‚MZ dk ,d Øe 
gS ftls fdlh ,d flLVe }kjk fu;af=r ugÈ fd;k 
tkrk gSA lwpuk ds bu Cy‚dksa dks fØIVksxzkfQd 
gS'k dh enn ls ,d lkFk tksM+k tkrk gSA

blds ckjs esa vlkèkkj.k ckr ;g gS fd Cy‚dpSu 
usVodZ dk dksÃ dsaæh; vfèkdkj ugÈ gSA blesa MsVk 
lHkh ds fy, [kqyk gS D;ksafd blesa MsVk fodsaæh—r 
gSA blesa tks yksx 'kkfey gSa] os viuh xfrfofèk;ksa 
ds fy, ftEesnkj gSa vkSj tks yksx bl ij vkèkkfjr 
gSa os vius LoHkko ls ikjn'kÊ gSaA

çsj.kk

Cy‚dpsu esa] MsVk lHkh ds fy, ,d vke 
MsVkcsl ds :i esa ekStwn gksrk gSA Cy‚dpSu MsVkcsl 

fdlh ,d LFkku ij LVksj ugÈ gksrk gS( fjd‚MZ 
[kqys vkSj vklkuh ls lR;kfir fd, tkrs gSaA gSdlZ 
bl tkudkjh dks cny ugÈ dj ldrs D;ksafd 
bldk dksÃ dsaæh—r laLdj.k miyCèk ugÈ gSA uhps 
Cy‚dpsu dh ç'kalk ds dqN dkj.k fn, x, gSa&

• ;g vius LoHkko ls fodsaæh—r gksrk gS D;ksafd 
;g ,d flLVe ds ikl ugÈ gksrk gSA

• ;g fØIVksxzkfQd :i esa tkudkjh LVksj djrk 
gSA

• ;g MsVk dks vifjorZuh; cukrk gS] rkfd 
dksÃHkh Cy‚dpsu ds vanj dh tkudkjh ls 
NsM+NkM+ u dj ldsA

• Cy‚dpsu ds vanj ds MsVk dks VªSd fd;k tk 
ldrk gS D;ksafd ;g ikjn'kÊ gSA

Cy‚dpSu esa nks fojksèkkHkklh fo'ks"krk,a gSa ;kuh 
;g ikjn'kÊ vkSj futh nksuksa gSA blesa  fdlh 
O;fä dh igpku dsoy muds private address 
ls n'kkZÃ tkrh gS vkSj complex fØIVksxzkQh ds 
ekè;e ls doj dh tkrh gSAbl çdkj] ;fn vki 
fdlh Hkh rjg fdlh O;fä ds ysu nsu ds bfrgkl 
dks ns[ksaxs rks vki Þ,sfyl sent 1 BTCÞ ds ctk;  
Þ0x5eFd6F7c79447eAaCD0c13B4AE17c8F 
64188ddC5Þ sent 1 BTC ns[ksaxsA

blfy,] Hkys gh O;fäxr igpku fNih gqÃ 
gks] ge vHkh Hkh muds public address ds irs dk 
mi;ksx djds fd, x, ysunsu dk fujh{k.k dj 
ldrs gSaA

Cy‚dpsu rduhd dh ,d vkSj lcls egRoiw.kZ  
fo'ks"krk bldh vifjorZuh;rk gS] ftldk vFkZ gS 
fd ,d ckj Cy‚dpsu esa dqN gks tkus ds ckn] 
bls cnyk ugÈ tk ldrk gSA D;k vki dYiuk 
djik,axs fd ;g èkulacaèkh çfr"Bkuksa ds fy, fdruk 
egRoiw.kZ gksxk\ dsoy fØIVksxzkfQd gS'k ds dkj.k 
Cy‚dpsu dks ;g xq.k feyrk gSA
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b. CykWdpsu rduhd ,d distributed ledger 
ds :i esa

Cy‚dpSu fjd‚M~lZ dh Çyd dh xÃ lwph gS] 
ftls Cy‚d] Vkbe&LVsi ds :i esa tkuk tkrk gS 
vkSj ,d fØIVksxzkfQ+d gS'k eku ds ekè;e ls tqM+k 
gksrk gS tks ,d lajf{kr vkSj vifjorZuh; rjhds 
ls r; fd;k tkrk gS [1] 2]A bldh ,d fujarj 
c<+rh gqÃ lwph gS tgk¡ gj u, Cy‚d dks vafre esa 
tksM+k tk,xkA çR;sd u;k Cy‚d fØIVksxzkfQ+d gS'k 
eku [3] ds ekè;e ls vius fiNys Cy‚d dh vksj 
bafxr djrk gSA Cy‚dpSu esa Cy‚d ,d forfjr 
¼ih 2 ih½ usVodZ esa l‚VZ fd, tkrs gSaA çR;sd 
uksM esa nks dqaft;k¡ gksrh gSa [4]A ,d dk mi;ksx 
lans'kksa dks encrypt djus ds fy, fd;k tkrk gS 
¼vFkkZr ,fUØI'ku ds fy,½ ftls lkoZtfud dqath 
ds :i esa tkuk tkrk gS vkSj vU; dk mi;ksx 
lans'kksa dks decrypt djus ds fy, fd;k tkrk gS 
¼vFkkZr fMfØI'ku ds fy,½ ftls futh dqath ds :i 
esa tkuk tkrk gS tks bls le>us ds fy, uksM dh 
vuqefr nsrk gSA dsoy lgh futh dqath lacafèkr 
futh dqath ds lkFk ,UdksM fd, x, lans'kksa dks 
gVk ldrh gSA bl rjg ,d Cy‚dpsu dh fLFkjrk] 
vifjorZuh;rk vkSj immutability dks çkIr fd;k 
tk ldrk gS [6]A bls asymmetric fØIVksxzkQh ds 
:i esa tkuk tkrk gSA

Cy‚dpSu ds çR;sd Cy‚d dks fØIVksxzkfQ+d 
gS'k dh lgk;rk ls ,d lkFk tksM+k tkrk gS 
tks fØIVksxzkfQ+d gS'k Q+aD'ku tSls SHA256  
}kjk mRiUu gksrk gSA ;g Cy‚d dh anonymity] 
d‚EiSDVusl vkSj vifjorZuh;rk dh Hkh xkjaVh nsrk 
gS [7]A    

gj ckj ,d uksM ysunsu djrk gS bls igys 
gLrk{kfjr fd;k tkrk gS vkSj fQj vkxs iqf"V ds 
fy, usVodZ dks lwfpr fd;k tkrk gSA ysu&nsu dh 
çkekf.kdrk vkSj v[kaMrk lqfuf'pr djus ds fy, 
çR;sd ysunsu ij ,d futh&dqath }kjk gLrk{kj 

fd, tkrs gSaA usVodZ ysunsu esa tks QSyk;k tkrk 
gS vkSj ftls oSèk ekuk tkrk gS] mls igys O;ofLFkr 
fd;k tkrk gS vkSj fQj dqN fof'k"V uksM~l }kjk 
Cy‚d esa iSd fd;k tkrk gS] ftls [kfud ds :i esa 
tkuk tkrk gS tc usVodZ Li"V le>kSrs ç.kkfy;ksa 
dk mi;ksx djrk gS] mnkgj.k ds fy,] proof-of-
stack vkSj proof-of-work-

[kfudksa dks dSls pquk tkrk gS vkSj Cy‚d esa 
D;k tkudkjh gksuh pkfg,] ;g le>kSrs ij fuHkZj 
djrk gS lgefr çksVksd‚y vkf[kjdkj r; djrs gSa 
fd [kfudksa dk p;u dSls fd;k tkuk pkfg, vkSj 
blesa D;k MsVk gksuk pkfg,A p;fur Cy‚dksa dks 
fQj iwjs usVodZ esa çsf"kr fd;k tkrk gS] Loh—r 
uksM~l fQj iqf"V djkrs gSa fd D;k bl Cy‚d esa oSèk 
ysunsu 'kkfey gSa vkSj lkFk gh ;g lR;kfir djrk 
gS fd ;g J`a[kyk esa fiNys Cy‚d dks lanÆHkr djrk 
gS ;k blds lacafèkr gS'k ds mi;ksx ls ugÈA blds 
vykok vxj nksuksa fLFkfr;ka larq"V gSa rks Cy‚d uksM 
}kjk J`a[kyk esa tksM+ fn;k tkrk gS vU;Fkk ;g uksM 
dks NksM+ nsrk gSA

c. LokLF; lsok esa CykWdpsu dh vko';drk

Cy‚dpSu dks LokLF; lqj{kk ç.kkyh [8] esa 
vfoÜoluh; {kerk ekuk tkrk gSA fpfdRlk lsokvksa 
dks csgrj cukus ds fy, çkfèkdj.k dks lwpuk 
ds ç'kklu dks lkSaik tkuk pkfg, vkSj fofHkUu 
ç.kkfy;ksa dks tksM+us dh bldh {kerk bysDVª‚fud 
LokLF; fjd‚MZ dh lVhdrk dks c<+k ldrh gSA bl 
rduhd dk mi;ksx nok ds uqL[ks ds lkFk&lkFk 
vkiwÆr J`a[kyk çcaèku] xHkkZoLFkk vkSj fdlh Hkh 
laosnu'khy tkudkjh ds fy, fd;k tk ldrk gSA 
vU; fpfdRlk lsok {ks= tks Cy‚dpsu buksos'ku }kjk 
ykHkkfUor gks ldrs gSa] oks gSa( vkiwÆrdrkZ ekU;rk] 
fDyfudy pkÉtx] d‚UVªSÇDVx] fDyfudy fjd‚MZ 
VªsM] fDyfudy çhbfeuh;j vkfnA

,d jksxh&lapkfyr i)fr dks l'kä cukus 
ds fy, fpfdRlk lsok ç'kklu cny jgs gSaA 
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Cy‚dpsu&vkèkkfjr fpfdRlk lsok :ijs[kk,¡ 
xksiuh;rk dks csgrj cukus esa lgk;d gks ldrh 
gSa vkSj lkFk gh jksxh dh lwpukvksa dh fuHkZjrk dks 
Hkh c<+k ldrh gSa D;ksafd vc jksfx;ksa ds ikl muds 
fpfdRlk lsok fjd‚MZ dk vfèkdkj gks ldrk gSA

jksfx;ksa dh uSnkfud tkudkjh dk HkaMkj.k 
fpfdRlk lsok esa egRoiw.kZ gSA ;s tkudkjh 
vlkèkkj.k :i ls laosnu'khy gSa vkSj bl rjhds 
ls fMftVy geyksa ds fy, ,d vkn'kZ mnkgj.k 
gSA lHkh laosnu'khy tkudkjh ds ckjs esa lqfuf'pr 
djuk vfuok;Z gSA ,d vkSj ifjçs{; tkudkjh ij 
deku gS] tks jksxh }kjk vfèkekur% fd;k tk,xkA 
bl çdkj] ejhtksa dh fpfdRlk lsokvksa dh tkudkjh 
dks lk>k djuk vkSj çkIr djuk ,d vkSj mi;ksx 
gSA Cy‚dpsu çkS|ksfxdh geyksa ds fo#) csgn 
'kfä'kkyh gS] vkSj vfHkxe fu;a=.k ds fy, fofHkUu 
rduhdksa dks nsrk gSA urhtru] Cy‚dpsu fpfdRlk 
lsok dh tkudkjh ds fy, ,d lH; lajpuk nsrk 
gSA

O;fäxr uSnkfud tkudkjh ds fy,] lkoZtfud 
ds ctk; futh Cy‚dpsu dk mi;ksx djuk vfèkd 
mfpr gksxkA 

II. lkfgR; leh{kk

Cy‚dpsu rduhd ij vkèkkfjr ck;ksesfMdy 
vkSj LokLF; lsok lwpuk fofue; ç.kkyh dh lqj{kk 
vkSj xksiuh;rk ds fy, fd, x, iwoZ 'kksèkksa dks uhps 
fn[kk;k x;k gSA

[10] dsaæh; çkfèkdj.k ij fuHkZj u gksrs gq, 
Hkh Cy‚dpsu çkS|ksfxdh] fodsaæh—r vkSj forfjr 
i;kZoj.k dks l'kä cukus ds lkFk jksxh ds 
dsafær MsVk dh lqj{kk ij è;ku dsafær djrk gSA 
fØIVksxzkfQd ekudksa dk mi;ksx ysunsu dks lqjf{kr 
vkSj foÜoluh; cukrk gSA vktdy] fØIVksdjsalh 
ds çlkj ds dkj.k] Cy‚dpsu rduhd vlkèkkj.k 
:i ls yksdfç; gks xÃ gSA  ,d {ks= tgka Cy‚dpsu 

rduhd esa cM+h laHkkouk,a gSa] og fpfdRlk lsokvksa 
dh vko';drk gS] D;ksafd fpfdRlk lsok <kaps 
ls fuiVus ds fy, vkSj vyx&vyx :ijs[kkvksa 
dks lac) djus ds fy, ,d vfèkd jksxh&dsafær 
rjhds dh vko';drk gksrh gS vkSj bysDVª‚fud 
LokLF; lsok fjd‚M~lZ ¼Ã,pvkj½ dh lVhdrk esa 
Hkh lqèkkj gksrk gSA bl i= dk mís'; LokLF; lsok 
esa Cy‚dpsu ds ifjp; vkSj vuqç;ksx ij çdk'k 
Mkyuk gSA

[11] ;g dk;Z ,d loss-less compression 
,Yxksfjne BAQALC çLrkfor djrk gS tks 
Cy‚dpSu ykxw FASTQ vkSj FASTA nks"kjfgr 
compression ds fy, miyCèk gS tks Mh,u, 
vuqØe.k MsVk dh fo'kky ek=k ds HkaMkj.k vkSj 
fofue; dks l{ke djrk gSA çLrkfor BAQALC 
,YxksfjFe u dsoy mPpre compression çn'kZu 
fn[kkrk gS] cfYd Mh,u, MsVk dks vifjorZuh; Hkh 
cukrk gSA ;g i= ikap iqjkus jksxksa ds fy, fofHkUu 
compression ,Yxksfjne ds compression vuqikr 
dh rqyuk djrk gS vkSj ifj.kke fn[kkrk gS fd 
BAQALC esa mPpre compression jk'ku gS vkSj 
lkFk gh lqjf{kr HkaMkj.k eap Hkh çnku djrk gSA

[13] [14] }kjk vkÃvksVh vkSj Cy‚dpSu 
lapkfyr LokLF; lsok ds ekeys ds vè;;u dks 
n'kkZ;k x;k gSA euq"; dks vktdy ftl cqfu;knh 
{kerk dh vko';drk gS] og gS] çHkkoh :i ls 
igpkuus] eglwl djus vkSj dk;Z djus ds fy, 
LokLF;] vkSj bl rjg] ;g O;fä ds fodkl esa 
mi;ksx fd, tkus okys ,d vko';d ?kVd ds :i 
esa dk;Z djrk gS] fQj Hkh ç—fr ds vykok yksxksa 
ds lkFk ,d txg gSA jksxh dh tkap djrs le;] 
fpfdRld dks O;fäxr LokLF; ds ckjs esa çR;sd 
fooj.k dks fy[kuk pkfg,A bl rjg ekis x, 
MsVk dks uksV djus ls ekuoh; =qfV gks ldrh gSA 
baVjusV ls lacafèkr midj.k] tks jksxh dh fLFkfr 
dks ekirs gSa] dqN leL;kvksa dks gy dj ldrs gSaA
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gj ckj vLirky tkus okys ejht dks M‚DVj 
ds fiNys esfMdy fjd‚MZ ls xqtjuk iM+rk gSA tksM+s 
x, midj.kksa dk mi;ksx djds] lHkh MsVk lhèks 
mlds@mlds PHI ¼Personal health information½  
esa LVksj fd, tkrs gSaA gkykafd M‚DVjksa dks vHkh Hkh 
jksxh dh tkap djus dh vko';drk gS ysfdu bl 
fo'ks"k midj.kksa dh enn ls ejhtksa dh fLFkfr dh 
yxkrkj fuxjkuh dh tk ldrh gS vkSj ;g mudk 
le; Hkh cpk,xkA blh rjg] iguus ;ksX; xStsV~l 
fo'ks"kKksa vkSj oSKkfudksa dks chekfj;ksa dh csgrj 
le> ds fy, vfèkd egRoiw.kZ tkudkjh ns ldrs 
gSa] gj fnu Li"V phtksa dh tkap djds] rkfd ge 
fdlh Hkh ?kVuk dks gksus ls jksd ldsa vkSj thou 
dks cpk ldsaA

,d fujh{k.k ç.kkyh vkSj IOT midj.kksa ds 
mi;ksx ds lkFk] cM+h ek=k esa MsVk dk HkaMkj.k 
laHko gS] ftlds ifj.kkeLo:i jksxh ds bysDVª‚fud 
LokLF; fjd‚MZ dks v|ru fd;k tk ldrk gS [14]
A Cy‚dpsu çkS|ksfxdh dh vifjorZuh;rk fo'ks"krk] 
mi;ksxdrkZ dks jksxh ds MsVk dks vifjorZuh; j[kus 
ds lkFk&lkFk iwjh rjg ls lajf{kr fpfdRlk bfrgkl 
çnku djus dh vuqefr nsrh gSA mi;ksxdrkZ lgh 
ØsMsaf'k;Yl dk mi;ksx djds fdlh Hkh le; dgÈ 
ls Hkh viuh fjiksVZ rd igqap ldrs gSa vkSj blls 
u dsoy le; dh cpr gksxh cfYd laLFkkuksa ds 
chp esfMdy fjd‚MZ ds gLrkarj.k dh ykxr Hkh 
de gksxhA

,d vkSj eqík dsaæh;—r ç.kkyh gS D;ksafd 
dsaæh—r fu;a=.k esa dÃ MkmulkbM gks ldrs gSa 
tks laLFkkuksa ds chp lg;ksx djuk eqf'dy cukrs 
gSaA nwljh vksj] Cy‚dpsu fodkloknh] ljkguh; vkSj 
cgqr uÃ rduhd gSA Cy‚dpsu ij MsVk dh bl 
cM+h ek=k dks LVksj djuk ,d eqík gSA gkyk¡fd] bl 
MsVk dh çfr—fr vHkh Hkh çkFkfed Çprk cuh gqÃ 
gSA fcx MsVk rduhd bl leL;k dk lcls mi;qä 
lekèkku gksxkA Cy‚d psu ds lkFk&lkFk cM+s MsVk 

dk mi;ksx djuk bls vkSj vfèkd 'kfä'kkyh cukrk 
gS] mnkgj.k ds fy, Cy‚dpsu Mhch [13] [14]A

[15] baVjusV v‚Q ÇFkXl ¼IOT½ vkSj Cy‚dpSu 
ds esfMdy mi;ksx ds ekeys ds ,d dsl LVMh 
dks n'kkZ;k x;k gS] tks Cy‚dpSu vkèkkfjr baVjusV 
v‚Q ÇFkXl e‚My dk çLrko djds LokLF; fjd‚MZ 
ds vfoÜoluh; HkaMkj.k ds eqís ij ,d tokc nsus 
dk bjknk j[krk gS] tgka ,d ejht ds :i esa 
py jgh tkudkjh iquLFkkZiukRed fLFkfr dks ,d 
tSo&lsalj ds ekè;e ls ,d= fd;k tkrk gS vkSj 
bls Cy‚dpsu esa ,df=Ùk djrk gSA bu iafä;ksa 
ds lkFk vifjorZuh; MsVk laxzg.k mRiUu fd;k 
tk ldrk gSA ,d LekVZ vuqcaèk }kjk vafre chek 
fDyfud fcy dks chek dojst ds lkFk fuèkkZfjr 
fd;k tk ldrk gSA ;g ckgjh vkiwÆrdrkZvksa dh 
vko';drk dks de djsxk vkSj ,d lhèkh :ijs[kk 
¼ikjn'kÊ ç.kkyh½ cuk,xkA 

;g i= fMLpktZ fd, x, jksfx;ksa ds fjd‚MZ 
ds fooj.k dks cpkus ds fy, Interplanetary 
document framework ds mi;ksx dk Hkh çLrko 
djrk gS] ckn esa okLrfod Cy‚d J`a[kyk ij Hkkj 
dks de djrk gSA vke rkSj ij ;g fuf'pr :i ls 
jksfx;ksa vkSj fo'ks"kKksa dks ,d jksxh dh vko';drk 
ds fy, Rofjr çfrfØ;k ds lkFk ,d lajf{kr vkSj 
lhèkh fLFkfr cukdj ykHkkfUor djsxkA

[16] ;g dk;Z LokLF; lsok esa Cy‚dpsu ds 
vuqç;ksx ij dsafær gSA Cy‚dpsu us blh rjg 
bysDVª‚fud mi;ksxksa ¼Ã,pvkj½ esa lgefr j[kus 
ls ysdj Dyse çkslsÇlx rd dks O;ofLFkr djus 
rd dÃ mi;ksx ekeyksa ds ekè;e ls fpfdRlh; 
ç'kklu MsVk dh foÜoluh;rk vkSj ljyrk dks 
lqèkkjus ds fy, ,d pj.k ds :i esa ,d= fd;k 
gSA ys[kd blh rjg Cy‚dpsu ds ewy dks n'kkZrk 
gS vkSj LokLF; m|ksx ds vanj bl çkS|ksfxdh ds 
orZeku vkSj Hkfo"; ds mi;ksx dks n'kkZrk gSA
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[17]  gkÃ&FkzwiqV Mh,u, vuqØe.k rduhd esa 
rsth ls fodkl vkSj thukse&vuqØe.k dh ykxr esa 
deh ds ckn] Cy‚dpsu rduhd dk mi;ksx djds 
vifjorZuh; Mh,u, vuqØe MsVk Vªkalfe'ku esa ,d 
cM+h çxfr gqÃ gSA vkuqoaf'kd m|ksxksa esaA gkykafd] 
Mh,u, vuqØe.k ds fy, vko';d ykxr vkSj le; 
esa deh vHkh Hkh MsVk dh bruh cM+h ek=k ds çcaèku 
dk eqík gSA lkFk gh] bruh cM+h ek=k esa Mh,u, 
vuqØe MsVk dh lqj{kk vkSj çlkj.k vHkh Hkh ,d 
eqík gSA ;g fopkj 'kksèkdrkZvksa vkSj LokLF; lsok 
mi;ksxdrkZ nksuksa ds fy, Hkkoh ih<+h tSo lwpuk 
foKku ç.kkfy;ksa ds fy, ,d lqjf{kr HkaMkj.k eap 
çnku djus ds fy, gSA lqjf{kr MsVk lk>kdj.k 
j.kuhfr;k¡] tks MsVk dh lVhdrk dh iqf"V ds fy, 
vius lqjf{kr inkFkks± ds lkFk LokLF; lsok çnkrkvksa 
dks vuqefr ns ldrh gSa] mfpr fpfdRlk lsokvksa 
dks lqfuf'pr djus ds fy, egRoiw.kZ gSaA bl isij 
esa] ;g LokLF; lsok MsVk dks lqjf{kr djus ds fy, 
Cy‚dpsu rduhd ds vuqç;ksxksa ds ckjs esa losZ{k.k 
fd;k x;k gS] tgka fjd‚MZ dh xÃ tkudkjh dks 
,fUØIV fd;k x;k gS rkfd bls ?kqluk ;k gVk;k 
tkuk eqf'dy gks tk,] D;ksafd Cy‚d&psu rduhd 
ds çkFkfed y{; MsVk dks vifjorZuh; cukuk gSA

[18] LokLF; lsok vius eq[; dkedkt ds 
fy, bathfu;Çjx vkSj çkS|ksfxdh ds dÃ {ks=ksa dks 
'kkfey djrk gSA jksfx;ksa ds bysDVª‚fud LokLF; 
fjd‚MZ dk mi;ksx jksfx;ksa ds fpfdRlk bfrgkl dks 
LVksj djus vkSj mUgsa mi;ksxdrkZ ds fy, vklkuh 
ls miyCèk vkSj miHkksx ;ksX; cukus ds fy, fd;k 
tkrk gSA ;g MsVk lkbcj geyksa vkSj nqHkkZoukiw.kZ  
xfrfofèk;ksa ds fy, Hkh ço`Ùk gSA Cy‚dpSu dk 
,d çwQ&v‚Q&LVsd dk;kZUo;u ,d fodsUæh—r 
LokLF; çcaèku ç.kkyh rS;kj djus dk çLrko gS 
tks 256&fcV ,fUØI'ku dk mi;ksx djds lqjf{kr 
vkSj lqjf{kr gksus ds vykok vLirkyksa ds chp 
var% fØ;k'khyrk çnku djrk gSA ;g ,d lqjf{kr 

okrkoj.k esa MsVk dks laHkkyus dh csgrj xfr ds 
lkFk i;kZIr fodsUæhdj.k çnku djrk gS] LokLF; 
lsok ç.kkyh ds fy, futh Cy‚dpSu usVodZ esa 
lacafèkr lHkh mi;ksxdrkZvksa ds fy, lwpuk rd 
vklkuh ls igqap çnku djrk gSA

III. LokLF; lacaèkh vkadM+ksa ds çcaèku esa 
leL;kvksa dh igpku

LokLF; lsok okrkoj.k esa Cy‚dpsu çkS|ksfxdh 
ds vuqç;ksxksa dh ,d fo'kky J`a[kyk gSA bldk 
mi;ksx jksxh ds LokLF; lsok fjd‚M~lZ] vkS"kèkh; 
vkiwÆr J`a[kyk ds çcaèku ds lqjf{kr :i ls 
vknku&çnku ds fy, fd;k tk ldrk gS vkSj ;g 
tsusfVd 'kksèkdrkZ ds tsusfVd dksM dks vuy‚d 
djus ds fy, cgqr ennxkj gks ldrk gSA lqjf{kr 
,fUØI'ku ,Yxksfjne dh enn ls ?kqliSfB;ksa ls jksxh 
ds fjd‚MZ dks jksdus ds fy, Cy‚dpSu rduhd 
igys ls gh egRo çkIr dj jgh gSA

vktdy lcls çfl) Cy‚dpSu dh vkS"kèkh; 
lsokvksa ds vkosnu gekjh egRoiw.kZ uSnkfud 
tkudkjh dks lajf{kr vkSj lqjf{kr j[kus ds fy, gS 
D;ksafd lqj{kk dks LokLF; ç.kkyh esa ,d cM+k eqík 
ekuk tkrk gSA o"kZ 2009 vkSj 2017 ds chp esa] 176 
fefy;u ls vfèkd jksxh fjd‚M~lZ dks lwpuk fojke 
esa mtkxj fd;k x;k FkkA vijkèkh ohtk vkSj cSaÇdx 
MsVk ds lkFk&lkFk LokLF; lsok fjd‚MZ Hkh ys x,A

Cy‚dpsu esa jksxh ds MsVk dks vifjorZuh;] 
fodsUæh—r vkSj ikjn'kÊ j[kus dh {kerk gS tks 
bls lqj{kk vuqç;ksxksa ds fy, ,d uohu vfrçokg 
cukrk gSA blds vykok] pwafd Cy‚dpsu esa ,d 
fojksèkkHkklh fo'ks"krk gS] vFkkZr ;g ikjn'kÊ gksus 
ds lkFk&lkFk futh Hkh gSA ;gka O;fä dh igpku 
lqjf{kr vkSj tfVy dksM ds lkFk doj dh xÃ gS 
tks uSnkfud tkudkjh dh lqj{kk lqfuf'pr dj 
ldrk gSA bl rduhd ds fodsaæh—r fopkj Hkh 
jksfx;ksa] fo'ks"kKksa vkSj fpfdRlk lsok çnkrkvksa dks 
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leku MsVk rsth ls vkSj lqjf{kr :i ls j[kus dh 
vuqefr nsrk gSA LokLF; lqj{kk esa dqN MsVk lqj{kk 
ls lacafèkr eqís uhps fn, x, gSa

•  leL;k 1% uSnkfud ijh{k.kksa dh lwpuk lqj{kk

fdlh Hkh nok ds vuqeksnu ;k vLoh—fr ds 
fy, uSnkfud ijh{k.kksa dk mi;ksx fd;k tkrk gS ;k 
ge dg ldrs gSa fd bldk mi;ksx fdlh fo'ks"k 
nok dh çHkko'khyrk dks fuèkkZfjr djus ds fy, 
fd;k tkrk gSA 'kksèkdrkZ ges'kk ijh{k.kksa ds ifj.kkeksa]  
xq.koÙkk fo'ys"k.k vkfn ls lacafèkr tkudkjh ,d= 
djus vkSj fjd‚MZ djus esa #fp j[krs gSaA çR;sd 
'kksèkdrkZ Li"V ijh{kk ds fy, mÙkjnk;h gksrk gS] 
ftlls gj fdlh dks fu;af=r djuk eqf'dy gks 
tkrk gSA ;g tkudkjh rc fd, x, 'kksèk ds iwjs 
ifj.kke dks cnyus ds fy, vklkuh ls cnyus esa 
;k doj djus esa l{ke gksxhA

• leL;k 2% jksxh MsVk çcaèku

LokLF; chek iksVsZfcfyVh vkSj tokcnsgh 
vfèkfu;e ¼HIPAA½ jksxh ds MsVk xksiuh;rk dks 
dM+kÃ ls fu;af=r djrk gS] vkSj mEehn djrk gS 
fd PHI ¼Personal health information½ fcYdqy 
lqjf{kr gksA fdlh Hkh ekeys esa] PHI ds lkFk 
igpkus tkus okys ,d vU; eqís% dqN le; ds 
fy,] jksfx;ksa dks vius uSnkfud fjd‚MZ ckgjh yksxksa 
dks nsus dh vko';drk gksrh gS ¼mnkgj.k ds fy, 
nok dh nqdkuksa ds lkFk gksrh gS] tc mUgsa ckgjh 
yksxksa ls nok [kjhnuh iM+rh gS½A rks] dSls Cy‚dpSu 
vkaf'kd igqap ds lkFk&lkFk MsVk dh lqj{kk çnku 
dj ldrk gS\

IV. LokLF; lqj{kk esa MsVk lqj{kk eqíksa ds fy, 
lekèkku

• ;g ;qx gj fdlh dks fMokbl esa iath—r 
fdlh Hkh fjiksVZ dh oSèkrk lkfcr djus dh vuqefr 
nsrk gSA ;g ysu&nsu ds :i esa fjd‚MZ tksM+us vkSj 

lHkh flLVe uksM~l }kjk tkudkjh dks ekU; djus 
ds ekè;e ls vfLrRo dk çek.k çnku djrk gSA 
tSlk fd Åij mYys[k fd;k x;k gS] Cy‚dpsu 
vifjorZuh; MsVk fjd‚MZ djrk gSA ;g ,Dlpsat ds 
çdkj ds vanj fjd‚MZ tksM+us vkSj lHkh ÝseodZ gc 
}kjk MsVk dks vuqeksfnr djus ds ekè;e ls mifLFkfr 
dk çek.k nsrk gSA tSlk fd Åij lR;kfir fd;k 
x;k gS] Cy‚dpsu vifjoÆrr tkudkjh dks fjd‚MZ 
djrk gSA ;g lqfoèkk uSnkfud ijh{k.kksa ds MsVk 
dks vifjorZuh; cukus dh vuqefr nsrh gS vkSj 
bls la'kksfèkr djuk eqf'dy cukrh gSA 2016 esa 
dSfEczt foÜofo|ky; ds nks fo'ks"kKksa us ;g ns[kus 
ds fy, ,d tkap dh fd dSls Cy‚dpsu uSnkfud 
çkFkfedrkvksa dh mifLFkfr dk çek.k çnku dj 
ldrk gSA ewy dksM ds lkFk flLVe }kjk mRiUu 
dksM dh rqyuk djus ds ckn os bl fu"d"kZ ij 
igqaps fd MsVk cnyk x;k gS ;k ugÈA ;g SHA256 
dh vuwBh fo'ks"krk gS tks gj ckj ,d vf}rh; gS'k 
cukrk gS tc lwpuk esa ifjorZu fd;k tkrk gSA

• çR;sd PHI Cy‚d ds fy,] Cy‚d psu jksxh 
dh vkÃMh ds lkFk ,d gS'k# tsujsV djrh gSAA 
,d ,ihvkÃ dk mi;ksx djds] çR;sd vkSj çR;sd 
bdkÃ dks jksxh ds O;fäRo dks mtkxj fd, fcuk 
vko';d MsVk fey ldrk gSA ,d ejht ;g 
fu.kZ; ys ldrk gS] fd fdldks ços'k nsuk gS vkSj 
;g ços'k iw.kZ gksxk ;k vkèkkA blds vykok] ;fn 
jksxh dks bl ckjs esa fuf'pr ugÈ Fkk fd og D;k 
dj jgk gS ;k ugÈ] rks os Li"V ckgjh yksxksa dks 
lsV dj ldrs gSa ftUgsa PHI lk>k djus ds fy, 
viuh lgefr nsus dh vko';drk gksxhA Cy‚dpSu 
esa LokLF; lsok ds lkFk&lkFk fofHkUu m|ksxksa esa 
mi;ksx dh igyh nj gSA

Cy‚dpsu dks ,d Çyd dh xÃ lwph ds :i 
esa ns[kk tk ldrk gS ftlesa MsVk vkSj ,d i‚baVj 
gksrk gS tgka çR;sd Cy‚d lajpuk dh rjg ,d 
J`a[kyk esa vius fiNys ,d dh vksj b'kkjk djsxkA 
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gS'k i‚baVj dqN Hkh ugÈ gS] ,d i‚baVj gS tks dsoy 
vius fiNys Cy‚d ds irs ds lkFk&lkFk fiNys 
Cy‚d ds gS'k eku dks Hkh j[krk gSA ;g ,d NksVk 
lk cnyko gS] tks Cy‚dpsu dks vfoÜoluh; :i 
ls Hkjkslsean vkSj vUos"k.k djrk gSA

vc dYiuk dhft,] vxj dksÃ geykoj Cy‚d] 
n* esa fufgr tkudkjh dks cnyus dk ç;kl djrk 
gS] rks nt Cy‚d esa ekewyh cnyko Lopkfyr :i 
ls gS'k Q+aD'ku ds xq.k ds dkj.k n-1 osa Cy‚d esa 
,d dBksj cnyko djsxkA blh rjg n-1th Cy‚d esa 
cnyko ¼n-2½th Cy‚d ds MsVk dks cnyus ds fy, 
etcwj djsxk vkSj blh rjg] psu dks iwjh rjg 
ls vyx cuk nsxkA Cy‚dpsu dh bl xq.k dks 
vifjorZuh;rk ds :i esa tkuk tkrk gSA

vkb, ge gSÇ'kx çfØ;k ds ,d mnkgj.k ij 
fopkj djsaA bl xfrfofèk ds fy,] ge SHA&256 
¼flD;ksj gSÇ'kx ,YxksfjFke 256½ dk mi;ksx dj 
jgs gSaA

Table 1. Hashing Process

Input Hash
Hello 185f8db32271fe25f561a6fc938b2 

e264306ec304eda518007d176482  
6381969

Bye 128901223aac8df3b89cd75d7  
ec644f 9924ed9dcd01e0c65 
ae99334a3cf9273a

mijksä mnkgj.k ls ;g Li"V gS fd vkidh 
tkudkjh fdruh Hkh cM+h ;k de D;ksa u gks] gekjs 
ikl ges'kk ,d fuf'pr 256&fcV yackÃ vkmViqV 
gksxkA ;g rc vkSj egRoiw.kZ gks tk,xk tc gesa 
Hkkjh ek=k esa lwpukvksa dk lkeuk djuk gksxkA 
blfy,] buiqV ds ctk; gS'k dks ;kn j[kuk 
vklku gks ldrk gS vkSj lkFk gh ge bldk VªSd 
Hkh j[k ldrs gSaA fØIVksxzkfQd gS'k ds ckjs esa ,d 

fnypLi rF; ;g gS fd buiqV esa ,d NksVk lk 
cnyko Hkh gS'k ewY; esa ,d cM+k cnyko dj ldrk 
gS bl xq.k dks Avalanche effect ds :i esa tkuk 
tkrk gSA

vkb, ,d mnkgj.k ij fopkj djds bls ns[ksa%

Table 2. Avalanche effect in Hashing Process

Input Hash
Hello 185f8db32271fe25f561a6fc938b 

2e264306ec304eda518007d1764 
826381969

hello. 2cf24dba5fb0a30e26e83b2ac5b9e 
29e1b161e5c1fa7425e730433629 
38b9824

mijksä mnkgj.k ls ;g Li"V gS fd buiqV 
esa ,d NksVk lk cnyko Hkh gS'k ewY; esa ,d 
cM+k ifjorZu dj ldrk gSA fp= 1 Cy‚dpsu dh 
lajpuk dh rjg ,d tqM+h gqÃ lwph dks n'kkZrk 
gS] tgka çR;sd Cy‚d esa MsVk gksrk gS vkSj ,d 
ladsrd vius fiNys ,d dh vksj b'kkjk djrk 
gSAgeus viuk dke fn[kkus ds fy, xukps çkbosV 
¼Ganache private½ Cy‚dpSu Vwy dk bLrseky 
fd;k gSA

Ganache rsth ls ,Fksfj;e vkSj d‚MkZ forfjr 
vuqç;ksx fodkl ds fy, ,d O;fäxr Cy‚dpsu 
gSA vki iwjs fodkl pØ esa Ganache dk mi;ksx 
dj ldrs gSa( vkidks ,d lqjf{kr vkSj fu;rkRed 
okrkoj.k esa vius dApps dks fodflr] ifjfu;ksftr 
vkSj ijh{k.k djus esa l{ke cukrk gSA

Ganache nks çdkj esa vkrk gS% ,d UI vkSj ,d 
lh,yvkÃA Ganache UI ,d MsLdV‚i ,fIyds'ku 
gS tks ,Fksfj;e vkSj Corda rduhd nksuksa dk 
leFkZu djrk gSA dekaM&ykbu Vwy] Ganache-Cli 
¼ftls igys TestRPC ds uke ls tkuk tkrk Fkk½] 
,Fksfj;e ij fodkl ds fy, miyCèk gSA
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 fp= 1-  Ethereum ,Dlpsatksa dk iwokZoyksdu

Cy‚d 1 ds ckjs esa iw.kZ fooj.k fp= 2 esa fn[kk;k x;k gS tSls gS'k eku] lzksr irk] [kuu le; vkfn

fp= 2 Ethereum Cy‚d dk foLr`r iwokZoyksdu

V. fu"d"kZ %

jksxh dh tkap djrs le;] fpfdRld dks 
O;fäxr LokLF; ds ckjs esa çR;sd fooj.k dks 
fy[kuk pkfg,A bl MsVk dks uksV djus ls ekuoh; 
=qfV gks ldrh gSA baVjusV ls lacafèkr midj.k] tks 
jksxh dh fLFkfr dks ekirs gSa] dqN leL;kvksa dks gy 
dj ldrs gSaAgj ckj M‚DVj vLirky tkus okys 
ejht ds fiNys esfMdy fjd‚MZ ls xqtjuk iM+rk 

gSA midj.kksa dk mi;ksx djds] lHkh MsVk dks lhèks 
ejht ds EMR ¼Electronic Medical Record½ esa 
LVksj fd;k tk ldrk gSA gkykafd M‚DVjksa dks vHkh 
Hkh jksxh dh tkap djus dh vko';drk gS ysfdu 
vc ;g viuk le; cpk,xkA bl fo'ks"k midj.kksa  
dh enn ls ge ejhtksa dh fLFkfr dh yxkrkj 
fuxjkuh dj ldrs gSaA blh rjg] iguus ;ksX; 
xStsV~l fo'ks"kKksa vkSj oSKkfudksa dks chekfj;ksa dh 
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csgrj le> ds fy, vfèkd egRoiw.kZ tkudkjh 
ns ldrs gSa] gj fnu Li"V phtksa dh tkap djds] 
rkfd ge fdlh Hkh ?kVuk dks gksus ls jksd ldsa 
vkSj thou dks cpk ldsaA,d fuxjkuh ç.kkyh vkSj 
IoT midj.kksa ds mi;ksx ds lkFk] cM+h ek=k esa 
MsVk dk HkaMkj.k laHko gS] ftlds ifj.kkeLo:i 
jksxh ds bysDVª‚fud LokLF; fjd‚MZ dks v|ru 
fd;k tk ldrk gS [14]A Cy‚dpsu çkS|ksfxdh 
dh vifjorZuh;rk fo'ks"krk] mi;ksxdrkZ dks jksxh 
ds MsVk dks vifjorZuh; j[kus ds lkFk&lkFk iwjh 
rjg ls lajf{kr fpfdRlk bfrgkl çnku djus dh 
vuqefr nsrh gSA mi;ksxdrkZ lgh ØsMsaf'k;Yl dk 
mi;ksx djds fdlh Hkh le; dgÈ ls Hkh viuh 
fjiksVZ rd igqap ldrs gSa vkSj blls u dsoy le; 
dh cpr gksxh cfYd laLFkkuksa ds chp esfMdy 
fjd‚MZ ds gLrkarj.k dh ykxr Hkh de gksxhAbl 
i= esa] geus Cy‚dpsu dh dk;Zç.kkyh] LokLF; lsok 
esa bldh vko';drk vkSj Cy‚dpsu çkS|ksfxdh dk 
mi;ksx djds tSo fpfdRlk vkSj LokLF; lwpuk 
fofue; ç.kkyh esa lqj{kk vkSj xksiuh;rk dSls çkIr 
dh tk ldrh gS] ds ckjs esa crk;k gSA

VI. Table of the Hindi terminology used %

Blockchain Cy‚dpsu
Biomedical ck;ksesfMdy
Cryptographic hash fØIVksxzkfQd gS'k
Cryptographic currency fØIVksdjsalh
Database MsVkcsl
Decentralized fodsaæh—r
Distributed forfjr
DNA sequence Mh,u,vuqØe.k
Hackers gSdlZ
Healthcare LokLF; lsok
Input buiqV

IOT (Internet of things) vkÃvksVh
output vkmViqV
Peer-to-Peer ih;j&Vw&ih;j
Security lqj{kk
Technology rduhd
Transparent ikjn'kÊ
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vUrKkZu

Þ'kkUr eu ls gh dÃ peRdkfjd [kkstksa vkSj vkfo"dkjksa us tUe fy;k gSA eu dh bl voLFkk 
esa] czãkaM ds lHkh jgL; vuk;kl çdV gksrs gSa] tSls LØhu ij fp=A Þ 

- - - vEek Jh ekrk ve`rkuane;h nsoh

rkfRod fl)kUrksa dh [kkst dk dksÃ rkÆdd rjhdk ugÈ gSA dsoy varKkZu ¼intuition½ dk 
rjhdk gS] tks fn[k jgk gS mlds ihNs iM+h O;oLFkk ds çfr ,d Hkkouk ls míhIr gksrk gSA og 
jgL;oknh Hkkouk gSA ;gk¡ lHkh dyk vkSj lHkh foKku ds lR; cht d.k fufgr gSaA ftl fdlh esa 
Hkh ,slh Hkkouk dk vHkko gS] og vk'p;ZHkjs lekèkku ikus esa l{ke ugÈ gS vkSj Mj dh fLFkfr esa jgrk 
gS] og e`r O;fä dh Hkkafr gSA ;g tkuus ds fy, fd okLro esa gekjs fy, tks vHks| gS og okLro 
esa fo|eku gS vkSj Js"Bre çKku ,oa ije lkSan;Z ds :i esa çdV gksrk gS] ftuds dsoy LFkwy :i 
gh bafæ;ksa dh lhfer 'kfä ls fn[kkÃ nsrs gSaA ;g Kku] vkSj  ;g Hkkouk gh lPph èkkÆedrk dk ewy 
vkèkkj gSA dsoy bl lanHkZ esa] eSa vius vki dks çxk<+ èkkÆed yksxksa esa 'kqekj djrk gw¡A

- - - vYcVZ vkbaLVhu vkè;kfRedrk ij 




