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LFkku vkèkkfjr lsokvksa (yksds'ku csLM lfoZlst) esa ^d&xksiuh;rk*  
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lkjka'k

csrkj lapkj ç.kkfy;ksa esa LFkku vkèkkfjr lsokvksa ds vkxeu ls xksiuh;rk dks feyus okyh pqukSfr;ksa ds 
ckjs esa mi;ksxdrkZ ds fy, ,d c<+rh gqbZ fparkvksa dk fo"k; mBk;k x;k gSA mi;ksxdrkZ vius LFkku leUo; 
Xykscy iksft'kfuax flLVe (th- ih- ,l-) ds ekè;e ls LFkku vkèkkfjr ç'u ds :i esa tks tkudkjh nsrk 
gS] ;g tkudkjh vxj fdlh dks irk py ldrh gS rks ml ls xksiuh;rk Hkax gks tkrh gSA bu eqíksa ij 
dbZ rduhdsa vkbZ gSa ftuesa d & xksiuh;rk (K-ANONYMITY) dks vè;;u djus ds fofHkUu :iksa 
vkSj fofHkUu lanHkksaZ esa lcls O;kid :i esa bLrseky fd;k x;k gSA bl ys[k esa ge ,y-ch-,l- (yksds'ku 
csLM lfoZlst) vkSj gky gh esa ,y-ch-,l- dh çxfr ds fy, d & xksiuh;rk (K-ANONYMITY) dh 
leh{kk dks çLrqr dj jgs gSaA ,ych,l esa d & xksiuh;rk (K-ANONYMITY) dh mi;ksfxrk ds fy, 
rhu n`f"Vdks.kksa dks ekU;rk nh xbZ gS] os gSa & lapkj ç.kkyh dh okLrqdyk ds vkèkkj ij] lWkÝVos;j ds 
,Yxksfjne ij vkèkkfjr vkSj d & xksiuh;rk (K-ANONYMITY) ;kfu lgh uke u Nkius ds çdkj ds 
vkèkkj ij (fofHkUu Dosjh ds vuqlkj çkslsflax rduhd)A ;g leh{kk bu n`f"Vdks.kksa dh :ijs[kk ds Hkhrj 
dh xbZ gSA ;g leh{kk vius orZeku bLrseky dh rduhd esa uohure rduhdksa vkSj laHko la'kksèkuksa ds 
lkFk xksiuh;rk çnkrkvksa dh enn dj ldrh gSA

Abstract

The advent of location based services in wireless communication systems has raised 
a growing concern for the user about privacy. The queries of a user in Location Based 
Services (LBS) may reveal its position to the server. This server stores Global Positioning 
Systems (GPS) query information which becomes a privacy breach. As there are different 
servers pertaining to different services, it becomes hard to enable privacy measures in all of 
them. There are several techniques emerging on privacy protection in LBS. K-Anonymity 
is widely popular amongst them. Here we are summarizing most of the k-anonymity 
techniques available and their emerging trends. Here we have also tried to compare the 
present and popular k-anonymity techniques on the basis of its applicability for privacy 
protection in LBS systems. The three perspectives – architecture, algorithm and the ways 
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of cloaking have been elaborated. This has been done to analyze and protect the user’s 
privacy at all the possible levels of the LBS systems. This protects the user robustly as 
hardware as well as software enhancements may provide unprecedented protection to the 
LBS users and will certainly improve its utility.

eq[; 'kCn% LFkku vkèkkfjr lsok ;k ,y-ch-,l- (yksds'ku csLM lfoZlst)] Xykscy iksft'kfuax 
flLVe (th- ih- ,l-)] d&xksiuh;rkA

Key words : Location Based Services (LBS), Global Positioning Systems (GPS), 
K-Anonymity.

ifjp;

vktdy çR;sd LekVZiQksu ij thih,l vkèkkfjr 
yksds'ku csLM lfoZl fey tkrh gSA LekVZiQksu ij 
vkidh yksds'ku] mldk fjdWkMZ vkSj fiQj fdlh 
,si rd oks tkudkjh igqapuk dksbZ ubZ ckr ugha gSA 
dHkh&dHkh gesa irk gksrk gS fd D;k tkudkjh gekjs 
LekVZiQksu ls yh tk jgh gS] ysfdu dbZ ckj vkidks 
irk Hkh ugha pyrk vkSj LekVZiQksu ls tkudkjh pyh 
tkrh gSA

vki dSejs ls tks Hkh rLohj ysaxs] dSejk esVk 
MsVk esa rLohj ds ckjs esa tkudkjh jgrh gS] iQksVks dh 
yksds'ku] fnu&rkjh[k+ vkSj le; ;s MsVk fn[kkbZ ugha 
nsxk ysfdu isQlcqd tSls ,si ij tSls gh bls 'ks;j 
djsaxs] ;s tkudkjh ml rLohj ls yh tk ldrh gSA 
vxj vkius ,slh dksbZ rLohj vWkuykbu iksLV dj 
nh] rks mlds ckjs esa irk djuk cgqr eqf'dy ugha 
gSA isQlcqd ij ,d iQhpj gS ^fu;j ckbZ ÚsaM~l^] 
tks vkidks vkSj vkids nksLrksa dh yksds'ku ,d 
nwljs dks crkrk gSA vki ;gka ij vius yksds'ku dks 
,d ;k nks ?kaVs ds fy, 'ks;j djus dh btktr ns 
ldrs gSaA

brus le; esa vxj dksbZ nksLr ml txg fey 
x;k] rks oks vkidks <wa< ldrk gSA ysfdu vxj ;s 
tkudkjh lkoZtkfud gks xbZ rks pksj mpDds mldk 

iQk;nk mBk ldrs gSaA fV~oVj ij vius vdkmaV dh 
lsfVax djrs le; vxj vki FkksM+h lkoèkkuh ls yWkx 
bu ugha dj jgs gSa] rks vkids gj iksLV ds lkFk 
yksds'ku Hkh vk tkrh gSA dbZ eslsftax ,siksa ij tc 
Hkh vki viuk eSlst Hkstrs gSa] rks vkids yksds'ku 
ls tqM+h tkudkjh mlesa 'kkfey gksrh gSA bldks psd 
djus ds fy, vki ^lsfVax^ esa tkb;s] mlds ckn 
^çkboslh^ pquuk gksxk vkSj fiQj ^yksds'ku lfoZlst^A 
mlds ckn vkidks ^'ks;j ekbZ yksds'ku^ fn[kkbZ nsxk] 
tgka ij vki bls vWku ;k vWkiQ dj ldrs gSaA dbZ 
MsfVax lfoZl ,si ij vkids yksds'ku dh tkudkjh 
Hkh yh tkrh gSA ,sls ,si dk dguk gS fd oks pkgrs 
gSa fd vkids ilan dk dksbZ ikVZuj vkids bykd+s 
esa gh fey tk,A blfy, yksds'ku dh tkudkjh 
ysuk t:jh gSA dHkh&dHkh rks ;s vkils fj;y Vkbe 
yksds'ku viMsV Hkh ysus dh dksf'k'k djrs gSaA ,slh 
tkudkjh nsuk [k+rjukd gks ldrk gS vkSj ,sls ,si 
ds fy, yksds'ku dks vWkiQ dj ds j[kuk gh lqj{kk 
ds fgr esa gksxkA

yksds'ku csLM lfoZlst esa  ykxw gksus 
okyh d&xksiuh;rk

d&xksiuh;rk (K-ANONYMITY) dh 
mRifÙk MsVkcsl ,ukfyfll [40] esa gqbZ gS] ;g 
mi;ksxdrkZ dks d&1 ,oa vU; mi;ksxdrkZvksa ds 
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lkFk xqeukfer djrk gSA xksiuh;rk lqfuf'pr djus 
ds fy, d&xksiuh;rk (K-ANONYMITY) ykxw 
djus ds fy, rhu n`f"Vdks.kksa  ij fopkj fd;k 
tkuk pkfg,% (i) ,ych,l vkfOkZQVsDpj ftlesa 
d&vukerk@xksiuh;rk dk bLrseky fd;k tk,xk 
(ii) xksiuh;rk ds çdkj ;k vkosnu ds çdkj 
rFkk (iii) ,Yxksfjne] Dosjh çlaLdj.k rduhdksa ds 
vkèkkj ijA

rhu n`"VkUr

igyk ifjçs{;% vkfOkZQVsDpj

lapkj ç.kkyh ds vkfOkZQVsDpj esa nks eq[; 
laHkkouk,a gSa tks ,ych,l dks d&xksiuh;rk 
(K-ANONYMITY) çnku dj ldrh gSa% vuke 
ukekadu ds fy, ,dy Hkjkslsean loZj [4], [6], 
[7], [8], [9], [10], [11], [12] vkSj forj.k ds 
fy, ih;j (tgka mi;ksxdrkZ dks fo'okl;ksX; ny 
ekuk tkrk gS vkSj os fuukeh&xqeukeh djrs gSa [15], 
[17], [18], [19], [20] A gkykafd bu cqfu;knh 

vkfOkZQVsDpj ds dqN uqdlkuksa dks nwj djus ds fy, 
fefJr vkfOkZQVsDpj dk Hkh mi;ksx fd;k tkrk gS] 
tSls% fo'oluh; loZj foiQyrk dk ,d fcanq gS vkSj 
ih;j ds lHkh mi;ksxdrkZvksa ij v¡èkk fo'okl gSA

DyLVj Hkjkslsean vukedjrk (lhVh,)] nksuksa 
gh DykbaV vkSj loZj dk uke fuokj.k djus ds fy, 
bLrseky fd;s x,A vksFkeku ,oa vU; [14] }kjk 
lhVh, çLrkfor fd;k x;k FkkA nksuksa DykbaV vkSj 
loZj ij nks eWkM;wy ykxw fd, x, Fks] ,d loZj 
IysV ij fo'oluh; IysViQWkeZ eWkM;wy (Vhih,e) 
gS vkSj nwljk fo'oluh; eksckby eWkM;wy gS DykbaV 
ij (,eVh,e) Vdkch vkfn [1] us ,d forfjr 
vkfOkZQVsDpj dk çLrko fd;k tks ,d eq[; loZj 
vkSj dbZ mi&loZj (,ych,l çnkrk) dk mi;ksx 
djrk gSA eq[; loZj esa dqy {ks=k dh iwjh tkudkjh 
gksrh gS ftlesa ,ych,l çnku fd;k tkrk gS] 
tcfd mi&loZj vius d{kksa esa mi;ksxdrkZvksa dks 
vueksy dj nsrs gSaA >ksax ,oa vU; [5] us ,d vU; 
d&xksiuh;rk (K-ANONYMITY) çLrko is'k 

fp=k 1% MsVk nwjh fuHkZj Dyksfdax dk mnkgj.k (xqykch fcanq mi;ksxdrkZ fopkjkèkhu 
vkSj dkys MWkV~l vU; mi;ksxdrkZ bafxr djrs gSa) [43]
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fd;k gS tks ;g ekurk gS fd dbZ loZj gSa] çR;sd 
,d vyx laxBu }kjk rSukr fd;k x;k gS rkfd os 
viuk LFkku lk>k dj ldsa vkSj ,d dsUæd dh 
x.kuk dj ldsa] tks os vius udyh LFkku ds :i esa 
mi;ksx djrs gSaA ,l tsUlsu ,oa vU; [16] fdlh Hkh 
fo'oluh; r`rh; i{k loZj dk mi;ksx fd, fcuk] 
ikjaifjd DykbaV&loZj vkfOkZQVsDpj esa dke djrs gSaA 
ys[kd us xSj&dsaæhÑr lapkj [20] dks leFkZu nsus 
ds fy, izofrZr dh Hkh fofèk gS os ,d eWkM;wyj 
n`f"Vdks.k dk çLrko djrs gSa] tks mÙkjnk;h :i ls 
mi;ksxdrkZvksa }kjk gkfly dh tkus okyh xksiuh;rk 
dks c<+krk gSA cqfu;knh eWkM;wy isQjj [18] }kjk 
çLrkfor fofèk ds cjkcj gS] tgka mi;ksxdrkZ çR;sd 
rhljs eWkM;wy ij Hkjkslk djrs gSa] tks mi;ksxdrkZvksa 
dh xkjaVh ds fy, xksiuh;rk le:irk dk mi;ksx 
djrk gSA ,slk ns[kk x;k gS fd nks ewy vkfOkZQVsDpjksa 

dh ç;ksT;rk fefJr vkfOkZQVsDpj ls 
de gSA njvly] ewy vkfOkZQVsDpj 
ds bl ladj.k (Hybridization) 
dks mi;ksxdrkZvksa vkSj ekStwnk 
lapkj ç.kkyh ds lkFk ,ych,l 
vkfOkZQVsDpj dh laxrrk c<+kus ds 
fy, fp=k esa yk;k x;k gSA lkekU; 
:i ls bu vkfOkZQVsDpjksa dh rqyuk 
laHko ugha gS] tcfd fdlh fo'ks"k 
lapkj ifjn`'; ds vuq:i mUgsa 
la'kksfèkr fd;k tk ldrk gSA

nwljk ifjçs{;% ,Yxksfjne

d&xksiuh;rk (K- 
ANONYMITY) ,Yxksfjne 
MsVkcsl ls viuh mRifÙk rFkk 

rduhd dk fo'ys"k.k djrh gSA ,ych,l esa vkosnu 
djus ds fy, mUgsa la'kksfèkr fd;k tkrk gS vkSj 
dbZ ukeksa ds fy, ,Yxksfjne Hkh rS;kj gks x, gSaA 
bu ,Yxksfjneksa dks ^Dyksfdax j.kuhfr;ksa* ds :i 
esa Hkh tkuk tkrk gSA bUgsa nks Jsf.k;ksa esa oxhZÑr 
fd;k tk ldrk gS% (i) MsVk fuHkZj Dyksfdax] (ii) 
{ks=k fuHkZj DyksfdaxA MsVk fuHkZj Dyksfdax ç.kkyh esa 
çR;sd mi;ksxdrkZ ds okLrfod LFkku vkSj vuqjksèk 
ds LFkku ls mldh nwjh ds vkèkkj ij vKkrrk ds 
{ks=k rS;kj fd;s tkrs gSaA fo'ks"k :i ls] nwjh vkèkkfjr 
Dyksfdax ,Yxksfjne [13, 25, 27] vuqjksèkdrkZ ds 
d&1 fudVre iM+ksfl;ksa dks iqu% çkIr djrs gSa 
vkSj ,d ,slk {ks=k mRiUu djrs gSa ftlesa lHkh 
d&mi;ksxdrkZ 'kkfey gksrs gSaA bl lhek {ks=k 
dk vkdkj iwoZfuèkkZfjr ugha gS] ysfdu vc rd 
vfèkdka'k vk;rkdkj vkSj vaMkdkjksa dk bLrseky gS 
[23] (fp=k 1)A {ks=k ij fuHkZj Dyksfdax xqeukeh ds 
{ks=kksa dks rS;kj djus ds fy, fuukeh (anonymizer) 

fp=k 2% LFkkfud Dyksfdax dk LuSi'kWkV  thih,l 
VªsYl ij ykxw gksrk gS [39]
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}kjk doj fd, x, dqy {ks=k dks è;ku esa j[krs gSa 
(fp=k 2)A fo'ks"k :i ls] fxzM vkèkkfjr Dyksfdax 
[8, 11, 28] fxzM iQS'ku esa {ks=k dk foHkktu djrh 
gS vkSj fxzM ds çR;sd d{k esa mi;ksxdrkZvksa dks 
iqu% çkIr djrs gq, (vuqjksèkdrkZ ds lsy ls 'kq: 
djrh gS vkSj iM+kslh dksf'kdkvksa esa tkrh gS) de 
ls de vKkrrk dk {ks=k mRiUu djrh gS (fp=k 1)A 
xkfnd vkSj fy;w [7] Hkjkslsean loZj Dyhd~ Dyksd 
uked ,d d&xksiuh;rk (K-ANONYMITY) 
,Yxksfjne dk mi;ksx djrs gSa] tks ,d vçfrcafèkr 
xzkiQ ds vkèkkj ij vuqjksèk ds ,d lsV ds fy, 
,d foLrkfjr {ks=k [kkstrk gS& bl vkys[k esa uksM~l 
dks vçlkfjr vuqjksèkksa ds lsV }kjk n'kkZ;k tkrk gSA 
;fn vuqjksèk vyx&vyx mi;ksxdrkZvksa ds gSa vkSj 
vuqjksèk ds LFkku MsVk nwljs dh lfg".kqrk ckèkkvksa ds 
Hkhrj gSa rks nks uksM~l (vuqjksèk) tqM+s gq, gSa A tc 
dksbZ vuqjksèk çkIr gksrk gS] rks mls xzkiQ esa tksM+k 
tkrk gS vkSj ,Yxksfjne d (vuqjksèk esa fufnZ"V) 
dk irk yxkus dh dksf'k'k djrk gS ftlesa ^csl^ 
vuqjksèk 'kkfey gksrk gSA ysfdu] fDyd Dyksd lsok 
dh xq.koÙkk dks çHkkfor dj ldrk gS] D;ksafd] 

vuqjksèk ds dqy çlaLdj.k esa i;kZIr nsjh gks tkrh 
gSA ftlds dkj.k dqN vuqjksèkksa esa dkiQh nsjh gks 
ldrh gS] tcfd vU; ç'uksa dks csdkj eku ds 
NksM+ fn;k tk ldrk gSA dyuhl ,oa vU; [6] dk 
,Yxksfjne dsaæ Dyksd ,d nwjh vkèkkfjr n`f"Vdks.k 
gSA lsaVj Dyksd dk ,d laLdj.k gS fudVre Dyksd 
(,u,u&Dyksd) [7] tks mRiUu LFkku ds ckjs esa 
vfuf'prrk çnku djrk gSA

dSLij vkSj bldk la'kksfèkr U;w dSLij [11] 
LFkku ds fy, yksdfç; fxzM&vkèkkfjr rduhdksa esa 
ls gSaA

varjky Dyksd [8] dSLij ds leku gS D;ksafd 
;g ,d DokM&Vªh esa MsVk dk vk;kstu Hkh djrk 
gSA gkykafd] varjky Dyksd ,d gh Lrj ij iM+kslh 
dksf'kdkvksa ij fopkj ugha djrk gSA blds ctk; 
;g lhèks fijkfeM esa fiNys Lrj rd tkrk gSA nksuksa 
varjky Dyksd vkSj dSLij dks leku MsVk forj.k 
ds fy, gh ykxw fd;k tk ldrk gSA LVkj fDyd 
[34] esa uksM fodflr dh x;h gS tks x gksLV] 
vkSj y geykojksa dh la[;k gksxhA csu ,oa vU; 

[41] us Dyksfdax dk ,d vyx 
rjhdk bLrseky fd;k gSA mUgksaus 
,aVªksih esfVªd ds vkèkkj ij bu Meh 
LFkkuksa dks pquk gSA mUgksaus ;g lc 
lqfuf'pr djus ds fy, ,d mUur 
Mh,y,l ,Yxksfjne dk çLrko 
fd;k gS tks p;fur Meh LFkkuksa 
dks ;FkklaHko iQSykrs gSaA uVslu 
vkSj fy;w [42] us mi;ksxdrkZvksa 
dh xksiuh;rk lsfVaXl ds çcaèku 
ds fy, ,d u;k n`f"Vdks.k fy;kA 

mUgksaus ,d :ijs[kk fodflr dh gS tks ç;ksDrkvksa 
dks viuh xksiuh;rk çkFkfedrkvksa dks çHkkoh <ax 

fp=k 3 % n U;w dSLij }kjk DokM&Vªh ikVhZ'kfuax  
}kjk cukbZ xbZ viw.kZ fijkfeM Nk;kafdr {ks=k  
mi;ksxdrkZ dh mifLFkfr fn[kkrk gSA [43]
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ls pquus vkSj çcafèkr djus esa enn djsxk vkSj 
xqeukfe;ksa ls lanHkZ&vkèkkfjr xksiuh;rk çkIr djus 
esa enn djsxkA vkerkSj ij xksiuh;rk çksiQkby ds 
pquko dks çHkkfor djus okys dkjdksa ds ,d lewg 
ds fo'ys"k.k ds vkèkkj ij] mi;ksxdrkZvksa dks vius 
LFkku&vkèkkfjr xksiuh;rk dh lqj{kk ds fy, lgh 
fu.kZ; ysus esa lgk;rk djus ds fy, ,d lh[kus dk 
eWkMy cuk;k x;k gSA

vc rd ifjdfyr ,Yxksfjne ,d fo'oluh; 
loZj ds fy, fMtkbu fd, x, gSa dqN la'kksèkuksa 
ds lkFk ;s ,Yxksfjne dqN vU; vkfOkZQVsDpj ds 
vuq:i gks ldrs gSaA mudh okLrfod xq.koÙkk 
ekunaM xksiuh;rk ds f[kykiQ mudh etcwrh gSaA 
blfy, gky gh esa çLrqr vfèkdka'k ,Yxksfjne dqN 
;k vU; ,ych,l ifjn`'; esa mudh ç;ksT;rk çkIr 
djrs gSaA

rhljk ifjçs{; % d&xksiuh;rk 
(K-ANONYMITY) ds çdkj

ç'u çlaLdj.k rduhdksa ds vkèkkj ij ç'uksa 
dh ek=kk vkSj mudh çfrfØ;k vyx&vyx gksrh gS 
blfy, ,Yxksfjne dks rnuqlkj la'kksfèkr djus dh 
vko';drk gksrh gSA tc mi;ksxdrkZ LFkkukarfjr vkSj 
LFkku vkèkkfjr Dosjh dk vuqjksèk djrk gS rks Dosjh 
ds mÙkj nsus esa fy;k x;k le; mi;ksxdrkZ ds fy, 
mi;ksxh gksus ds fy, i;kZIr gksuk pkfg,A ,d LFkku ls 

vuqjksèk ̂ LFkku^ d&xksiuh;rk (K-ANONYMITY) 
rduhd] fujarj Dosjh ;k LFkku vad ds lsV ls lacafèkr 
vuqjksèk (tgka mi;ksxdrkZ dks pykuk ekuk tkrk 
gS) dks iFk d&xksiuh;rk (K-ANONYMITY) 
dgk tkrk gS] vkSj tc mi;ksxdrkZ ds fiNys 
LFkkuksa dks vueuhdj.k (Disentanglement) dh 
çfØ;k ds fy, Hkh ekuk tkrk gS rc ^,sfrgkfld^ 
d&xksiuh;rk (K-ANONYMITY) rLohj esa vkrh 
gSA vuqjksèkdrkZ ds ,dy LFkku dks ysus okyh ç.kkyh 
esa d&xksiuh;rk (K-ANONYMITY) dk ifjp; 
dsoy ̂ LFkku* vkèkkfjr dgk tk ldrk gSA ,ych,l 
esa xksiuh;rk laj{k.k ij vuqlaèkku dh 'kq#vkr esa 
dsoy LFkku d&xksiuh;rk (K-ANONYMITY) 
dks yxHkx lHkh fjiksVZ [4, 5, 6, 7] esa ekuk x;k 
FkkA LFkku d&xksiuh;rk (K-ANONYMITY) 
,Yxksfjne dqN la'kksèkuksa ds lkFk ,sfrgkfld rFkk 
iFk d&xksiuh;rk (K-ANONYMITY) rduhdksa 
esa bLrseky fd;s tk ldrs gSaA

^iFk^ d&xksiuh;rk (K-ANONYMITY) 
igys pks vkSj eksdcsy [24] }kjk çLrkfor dh x;h 
Fkh ftUgksaus LuSi'kWkV (,dy LFkku) dh voèkkj.
kk dks yxkrkj iwNrkN ds fy, c<+k;k vkSj VªStsDVjh 
(iFk) ds bl u, Mksesu dk uke&cksèku fd;kA 
rkfydk 1 jksfx;ksa dk VªStsDVjh MsVk çnf'kZr djrh 
gSA bu vkadM+ksa ls] çfr}a}h ds fo"k; esa dk irk 
pyrk gS fd og (1] 5) dk nkSjk le; 2 ij vkSj 

rkfydk 1% jksfx;ksa dk VªStsDVjh MsVk
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(8]10) dk nkSjk le; 5 ij le> jgk gSA bl ls 
;g iQSlyk fd;k tk ldrk gS fd bl jksxh dks 
,pvkbZoh gSA

fujarj ,ych,l vuqjksèkksa dks lalkfèkr djus ds 
fy,] nks eq[; n`f"Vdks.k gSa%& (i) ,d ,ych,l 
vuqjksèk çR;sd le; vko`fÙk ds fy, ckj&ckj çLrqr 
fd;k tkrk gS tc rd fd ;g lekIr ugha gks 
tkrk gS] bl çdkj yxkrkj ifj.kkeksa ds ewY;kadu 
dh vko';drk gksrh gS] vkSj (ii) vxj Hkfo"; 
ds ckjs esa tkudkjh çnku dh xbZ gS rks Dosjh 
ifj.kke dh dsoy x.kuk dh tkrh gS A igyk 
n`f"Vdks.k uewukdj.k (;fn uewuk nj cgqr de gS 
rks ifj.kke xyr gksxk) dh deh ls xzLr gS [26]
A blfy, Dosjh ifj.kkeksa ds ckjs esa dksbZ xkjaVh ugha 
gSA pks vkSj eksdcsy [24] us fujarj ç'uksa ds fy, 
,Yxksfjne cuk;k tks bu y{;ksa dks çkIr dj ldrs 
gSa % (i) LFkku xksiuh;rk vkSj Dosjh xksiuh;rk (ii) 

vyx&vyx d lk>k {ks=k vkSj ;kn j[kus dk xq.k 
(iii) fujarj LFkku&vkèkkfjr ç'uksa dk leFkZu djukA 
rkm ,oa vU; [32] fujarj ç'uksa dh laHkkouk ds 
ckjs esa lkspus okys igys vUos"kd FksA f'ku ,oa vU; 
[35] us fn[kk;k fd fojksèkh vc mi;ksxdrkZ ds 
ç{ksi oØ dks VªSd dj ldrk gS] blls laHkkouk gqbZ 
fd mi;ksxdrkZ dh laosnu'khy tkudkjh çdV gks 
ldrh gSA lWkax ,oa vU; [34] mu mi;ksxdrkZvksa dks 
LFkkukarfjr djus ds fy, fudVre iM+kslh (,u,u) 
[kkst ,Yxksfjne çnku djrk gS tks vkj&Vªh (R-tree) 
dk mi;ksx djrs gSa tSls fd ,sfrgkfld tkudkjh 
[36] HkaMkfjr lajpuk,aA thdksykyl ,oa vU; [28] 
,d n`f"Vdks.k çLrkfor djrk gS tks mi;ksxdrkZ ds 
vDlj mi;ksx fd, tkus okys ekxksaZ dks igpkurk 
gS vkSj laxzghr djrk gSA vcqy ,oa vU; [31] ds 
dke esa mi;ksxdrkZ xfr'khyrk dks ,d iFk ugha 
ekuk x;k Fkk] ysfdu ,d csyukdkj jkf'k Fkh tks 

le;

T2 iz{ksi iFk dk vk;ru 
(f=kT;k] r)

T2 iz{ksi iFk dk vk;ru 
dsUnzh; iz{ksi iFk

xksiuh;rk iFk dk vk;ru 
(f=kT;k] r/2)

T1 iz{ksi iFk dk vk;ru 
(f=kT;k] r)

fp=k 4 % (2] r) uke u Nkius okys nks lg&LFkkuh; Ñr ç{ksfidksa }kjk xfBr; f=kT;k vkj ds lkFk 
mudh vfuf'prrk dh ek=kk vkSj dsaæh; vfuf'prrk [kaM ftlesa f=kT;k r@2 ds lkFk nksuksa iz{ksi iFk 

trajectories 'kkfey gSa [43]
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mi;ksxdrkZ ds lVhd iFk dh vfuf'prrk dk irk 
yxkrk gS vkSj ,d leku csyukdkj iFk (fp=k&4) 
esa ,d mi;ksxdrkZ ls vfèkd gksus ij xqeukeh ekuh 
tkrh gSA fuLlansg LFkku vKkrrk ewy d&xksiuh;rk 
(K-ANONYMITY) rduhd gS vkSj ;g lHkh 
miyCèk ,ych,l vkfOkZQVsDpj vkSj ,Yxksfjneksa ds 
lkFk lcls vfèkd vuqdwy gSA ysfdu eksckby 
lapkj ç.kkfy;ksa ds ç{ksi.k ds lkFk&vKkrrk (dqN 
fLFkfr;ksa esa ,sfrgkfld ds lkFk) ,d csgrj O;ogk;Z 
fuukeh lekèkku çLrqr djrh gSA

d&xksiuh;rk (K-ANONYMITY) ds 
ekè;e ls xksiuh;rk esa laHko Hkkoh #>ku

vc rd tks dke fd;k x;k gS] og d&xksiuh;rk 
(K-ANONYMITY) ds lHkh rhu n`f"Vdks.kksa 
vFkkZr bl dk vkfOkZQVsDpj] mlds ,Yxksfjne vkSj 
blds çdkj esa O;kid xqatkb'k j[krk gSA èkkj.kk,a 
tSls fd mi;ksxdrkZ }kjk Hkkoh iFk ds çkoèkku ;k 
mi;ksxdrkZ }kjk gj Dosjh ls igys Dosjh ds dqN 
ekinaMksa dks LFkkfir djus ls vfèkd fn'kk funsZ'kksa 
ls vfèkd lS¼kafrd n`f"Vdks.kksa ds fy, O;kogkfjd 
fn'kk funsZ'k çkIr gksrs gSaA bu cqfu;knh leL;kvksa ds 
lekèkku dks vkSj vfèkd O;kogkfjd :i ls çkIr 
djus dh fn'kk esa dke djus ls ,ych,l ç.kkyh 
dh n`<+rk esa liQyrk çkIr gks ldrh gS tks fuf'pr 
:i ls mudh yksdfç;rk dks çksRlkfgr djsxhA
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* * *

o"kZ 2017 ds foKku lacaèkh ukscsy iqjLdkj

çR;sd o"kZ dh rjg gh o"kZ 2017 ds Hkh ukscsy iqjLdkjksa dh ?kks"k.kk dj nh xÃ gSA foKku fo"k;d 
iqjLdkj fotsrkvksa vkSj muds ;ksxnku lacaèkh laf{kIr fooj.k çLrqr gSA

HkkSfrdh dk ukscsy iqjLdkj 

jkbuj okbl] cSjh cSfj’k vkSj fdi FkksusZ dks o"kZ 2017 ds HkkSfrdh ds ukscsy iqjLdkj ls lEekfur 
fd;k x;k gSA bu rhuksa vesfjdh oSKkfudksa us xq#Roh; rjaxksa ds vfLrRo dk irk yxk;k vkSj vYcVZ 
vkbaLVkbu ds lfn;ksa iqjkus fl)kar dks lp lkfcr fd;kA mudh ;g [kkst xgu czãkaM ds njokts 
[kksyrh gSA ;s rhuksa oSKkfud ystj baVjQsjksehVj xzSfoVs’kuy oso v‚CtosZVjh vFkkZr~ yhxks fjlpZ 
çkstsDV ls tqM+s FksA yhxks HkkSfrdh dk ,d fo’kky ç;ksx gS] ftldk mís’; xq#Roh; rjaxksa ds CySd 
gksYl ls Vdjko dk irk yxkuk gSA ;g ,evkÃVh] dkYVsd rFkk cgqr ls vU; laLFkkuksa dh lfEefyr 
ifj;kstuk gSA ;g vesfjdk ds us’kuy lkbal Qkm.Ms’ku }kjk çk;ksftr gSA 

HkkSfrd foKku esa ukscsy iqjLdkj thrus okys ;s rhuksa oSKkfud xq:Rokd"kZ.k rjaxksa ij dke djrs gSa 
ftldk mís’; xq:Rokd"kZ.k rjaxksa ls U;wVªksu LVkj] CySd gksYl vkSj lqijuksok ds ckjs esa tkudkjh 
bdëk djuk gSA xq#Rokd"kZ.k rjaxksa dh mifLFkfr dks çekf.kr djus esa ,d lnh yx x;h vkSj 11 
Q+jojh 2016 dks yhxks v‚Ct+osZVjh ds 'kksèkdrkZvksa us dgk gS fd mUgksaus nks ';ke foojksa ;kfu CySd 
gksy dh Vôj ls fudyus okyh xq#Rokd"kZ.k rjaxksa dk irk yxk;k gSA vc foÜoHkj ds oSKkfudksa 
dks vkbaLVkbu dh lkis{krk ds fl)kar ¼fFkvjh v‚Q fjysfVfoVh½ ds çek.k fey x, gSaA bls varfj{k 
foKku ds {ks= esa cgqr cM+h lQyrk ekuk tk jgk gSA xq#Rokd"kZ.k rjaxksa dh [kkst ls [kxksy foKku 
vkSj HkkSfrd foKku esa [kkst ds u, njokts [kqysaxsA


