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ABSTRACT

The advent of location based services in wireless communication systems has raised
a growing concern for the user about privacy. The queries of a user in Location Based
Services (LBS) may reveal its position to the server. This server stores Global Positioning
Systems (GPS) query information which becomes a privacy breach. As there are different
servers pertaining to different services, it becomes hard to enable privacy measures in all of
them. There are several techniques emerging on privacy protection in LBS. K-Anonymity
is widely popular amongst them. Here we are summarizing most of the k-anonymity
techniques available and their emerging trends. Here we have also tried to compare the
present and popular k-anonymity techniques on the basis of its applicability for privacy
protection in LBS systems. The three perspectives — architecture, algorithm and the ways
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of cloaking have been elaborated. This has been done to analyze and protect the user’s
privacy at all the possible levels of the LBS systems. This protects the user robustly as
hardware as well as software enhancements may provide unprecedented protection to the
LBS users and will certainly improve its utility.
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